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l. KA RFA DB

2010 4= 7 H OALIRRI R SRV TRE SN2 R E R L 2 PERi At iz v, TiRE
A T RUA Y 2 FORGERAER- RO H 57 1 v F 27O EHPEE AT
kﬁﬁ%ﬁjHwt;é%@@®%57my%yﬁwaimﬁﬂwﬁﬁjﬁ@@ﬁin\aﬁ

WL OmEDED N TE L, HEFRL 2 EBET FLAY XN (BIF, 7 RLRAU A K) O
ﬁﬁ-@ﬁﬂ%:omfﬁ RENZ X0 A EFEAA v 2 —R Yy ba v T oY —T77 4 e
AT R AU A NEFM - MBI E U CRRSL, BESHL, 201144 A 1 H XV ISP HEES
MRBFEFFE~DT LAY X MORERRGSNDL Z & E7roTc, —H T, ISPIZBWTHT

FL 2 U2 MEIZEDECT v v X U FEEIAT a2 £ 447 - TE T\ b, 2010 46
HIZISP Hfi#EY T —% 0 7 7N —7TL Y FLOREETIE, 7ry X 7T 5 ISP
~OT o — MERE LT, AR 7 1y X o 7 FAE LTHRIZEDH > 72 ISP @ 4 HIRH
DNS ZFIHAL7=7mvd 7 (LUF, DNS 7 vx 7R 2HFTnaZEnb, KL HIA
ENDZEMEEEIND DNS 711 v & v 7GR O T OMEHER 2 LN 51E%%E Ry =2 A v b
b3 22 ERRERNL ) XPREHMET D L CHEEL R TETND,

KHA RTA 2 TIEDNS 71 v & 7 HRICHONTEAR R E HESLCEANCB W CHEET
REFUZOWTERHI & O THREIT) O TH Y NS ZFIH L7z7 v v & > 78 A\
T ISP AET AT O ECOBZICET L2 L2 AL LTV D,

2. WERNV ) WEBIEICRIT 270y & 7 OMEST

Tay X ﬂ%%ﬁYﬁﬁxL;5k¢6%4%@$x%%jWTva URL %5 o> 15 4
ISP BEHL TN T 8 v XU IR THo R AICHAEOREEZS S Z L T 0wlE
AW 2174 T 5 M8, ;nikhmﬂa%ﬁfﬁéﬁ%f%é UL, WEOHERNZE L
ARFLEENS OMERERZ WD LERERF & ) REFEAFR L ) BB EE#H L DT A B
KT 27 7B AZONTE, EOH A FORESHIBRNE L S RG-SR . Lo 2E%
DYIRNFELEEZOND TRy XU T E2FERTHETHA h~DT 78 AZMMETHZ &
PR SN bDOThHDH EEZLND, ?

3. DNS 7 u v 7 HEROME
TueyX T OFRITITIRELSIT T, OINSIZEY ., A RNMBAIWVNIRAL 4% IPT

RURIZEWBT DT a v 7 %2175 [DNS 7 a v x> 7, @QABEOBRIZ TP~y &
WOSEHTIP T KL A LLIFHTTP 2> 7 VY EICE £ DT 78 A URLIERZTiIc 7 7 v %

! http://www.netsafety.or.jp/
2 BEMIC OV TILEMIRIER ST SWG $REES BN Z & (hitp:/good-net.jp/files/20110210114454.pdf)
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YU HEATD Ny b7 g g ) 75 @HTTP 7 m i 1) HTTP 1815 2 — Bk L7
ETCT 7R RLERETCICT Ry XU 7 E2IT) [TaXx o ) @Zh b0 FAOMEHE
Wk TeyX 758975 INAT )y RT74 B2 7 HR 0450 FRICHET D &0
T& 5, ’

ZDHHODNS 7y X7 HAL, EBIEOBRIZAT O DNS O£ RIfER O FRIZK LT, %240
RAAL U HDHVEIERA FLICHIGET HEED IP 7 KL AZAMISET 50T, HE
BV A bA~T 7 BALEIE LTSI E2EESTLII A PO IPT L 22D VI
JISETHZE T RAENRRERL ) A MCHET 2227 vy 0355 Th D, #Hiizls
RERBMHEZITO) L REAVDEG THDLEEZ LN TNDL T, RAL VHALH D
IRA NLBNL DT 0y X I ThHld REARL , L3 fRRvwary7 Yy ETT7my s L
TLED A —n"—=TavX 7| BREETLHIEDRMETHL EEX DN TND,

DNS 71w &% v 7 & Ehi T HICE LTk, WERL il A MOV T—/IZ R AL 55
EHHLTT LAY R REERT DO TIERLS, ALY HDLWVIEFRA MR TOT 1 v F
URHFREIND EEBEZONDHELEELREL.DNS 7oy X THOT RLAY A N EERRT
HZETH—NR=Tay X T M T L L AT HZENEETHDL, —FH T, DNS
Tuyx 7 HFRIE EREAN T 0y X T ARER TR BT D E T e v U SRR A
FRD2pnEBZENDZ LD, IRITBREN TH D, 72720, BANRHHRZ L BIR<
ISP L LCERIELZENELGRGTANTHLEEX LN, KR E LTORKE LTI —ED
DRIFAIHTHZENTEDL LD EEZLND,

P RARNDEMIE. ISP ERIMIBEY IV —F U IREEESHBO &
(http://good-net.jp/usr/imgbox/pdf/20110411182350.pdf)
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4. DNS 7 u v v 7RO BER R ER

DNSIZK D7 ryX o 7 hREBTLHELELTUI, 7y XI5 RLA U X M (LU,
TRyd T RLAYAL) 2 EITHEHT LML T, ODNS v v ot —"ThAK
TT RUAU R DEARFf - BT 2715, @DNS ¥ v v ¥ ath— & HH— 2 TT KL RY
A NERE - ERTLHEO 2OOFENREZOND, T 2T, —KAIZIRL ISPIZTHIA &
NTWB EEDN S Internet Systems Consortium @ BIND®& NLnet Labs @ unbound®® 2 ->®
F=T V=AY T MIEo T, ZRED 25D FIEITET 5 BIKNRBZEF ZHENT 5,

4.1 Fx oy vah—"ETToyF 7 R NERETHIHFRGGK 1) OREH

4,1.1 ¥R

example. jp KA A L ND Web ¥4 b www. example. jp (192.168.0. 1) ~DO7 7 B RIZx L TT
0y X T BT, ZOMEEE Y ZA L7 M Web —,3(192.168.0. 10) IZHE L, £ZT7 1
v X R 2 RN SEHREICOWTHIT 5. ¥ 112&H 5 £ 912, ISP I TEM H1 D DNS
Fryah— NI T. . 7ey o r8EmEmE LCHATLY X102 M Web —~%
T HMERND D,

Webth—14
. www. exanple. jp
exanple. jpD iR — )4 192.168.0.1
2001:0eg::h
Fpgieatr—)y LA L2 B Webth—J 4
192, 168.0.100 132.168.0.10
fefllz: 21636 ff:fedd:h7490 fefll: :216:36ff: feff:hled

0 www. exanp le.jp & 7 T l & wew. example.jp = 192.168.0.10

S A L7 blebt—4
1275122

Ll v

> http://www.isc.org/software/bind
6 http://www.unbound.net/



K 1 DNSFy¥yiath—_Truoxr /YR NERETIEEDOERE]

4.1.2 DNSF¥ v ¥ath—"OERE

4.1.2.1 BIND CTORER]

Z ZTlE, BIND9. 7.2-P3 (2010 A 11 H 30 H U U —R) TORETIEIZHOWTHIT 5,

DO NS Fyviah—NElcTayXr 745 www example. jp V' — 2 Z1ERKT 5,

a7 www. example. jpE~ A X Y — L LU Tnamed. conf 7 7 A VIZ T FEEdD X 9
WZEET D,

named. conf

zone “www. example. jp” {
type master;

file “www. example. jp. db”;

}s

@ www. example. jp DV — 27 7 A L www. example. jp. db ZA{ERLT 5,
www. example. jp DA, MMAA L a—RE LT, VXA L7 hEEDV XA L2 M Web —
DOIPT FL A 192.168.0.10 33 LT fe80::216:36ff:fe68:51e4 % www. example. jp. db 7 7 1 /L

2B 5,

www. example. jp. db

$TTL 10
www. example. jp. 10 IN SOA admin. www. example. jp. admin. www. example. jp. (
2010120908 ; serial
7200 ; refresh (2 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)
600 ; minimum (10 minutes)

)

7 BIND THED KA U~NDDNSH&tEEZJOvx 253 HH#Ee%R 1 D Response Policy Zone Y%
1 THY BINDIS MOLREINDIFETHD (R—FA BIND9.8.0bl T J—RFK)
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10 IN NS ns. www. example. jp.

ns. www. example. jp. 10 IN A 192. 168. 0. 100

ns. www. example. jp. 10 IN AAAA fe80::216:36ff:fed9:5790
www. example. jp. 10 IN A 192.168. 0. 10

www. example. jp. 10 IN AAAA fe80::216:36ff:fe68:51e4

4.1.2.2 unbound TOEH]

unbound 1.4.7 (20104F 11 H 8 HY U —R) TOKEHFIEIZOWTHHT S,

DNS &% v o =P — NIZBUWT, local-data 47> 3 »ZfHEH L. www. example. jp @ A L =
—RFBLOAMM La—RELT IEA VLT MBI 24107 A Web b— "D IPT KL

A 192.168.0. 10 35 L TN £e80::216:36ff:fe68:51e4 % unbound. conf 7 7 A /LI ERT 5,

unbound. conf

local—-data: “www. example. jp 10 IN A 192. 168.0.10”
local—-data: “www. example. jp 10 IN AAAA fe80::216:36ff:fe68:51ed”

4.1.3 YFA L7 A Web b —RDRE

Z ZClEApache2. 2. 14 ZH LT, U XA L7 K Webh— "Dk Eﬁ&;owfﬁﬁﬁéo
UEA V27 MH Web —NIZBWTIEK, BRRIZT Z7BALLD ET5 RAAL UGN IO Web
P— RO IP 7 FLRIZEHSNDH, HITP R A b~y & IRL N ZZFDOE L5 &5 =
EEBEELT HITP AR A o~y X IRL SXANED LD BT HNNRH - TH T a7
HERRTDHENLEL D,

O TeyvForENEEEEET SR index. html Z YT 5,

index. htm

<html>
<body>
DNS7myFxo 272k, V¥ L7 hESLELE
<{/body>
</html>

8 EM IOy XUV ELEEEIZDOVTEHZ FLAY R FEERENS ISP Cx L THBELZEOARM S
n3 (1.3 ESR)
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@ TuaoXxrTHET KL A (www. example. jp) ICXT 27 7 B RAICH L TT a v & JEkis
1B (www. redirect—example. jp/index. html) 23F R &5 X 912, httpd. conf 7 7 A /LT T

VirtualHost & 2 DER L, U XA L7 MEDIREZITI 2L TIHOY— N TRIEETI

ENTTREIC 72 D

TFEED httpd. conf OFNZRBWNT, 1 FHH D VirtualHost 1%, 7 v vk FEEBEIZY XA
L7 T 572D OEET, RedirectMatch (%) OFERICE Y, ZOH A MMZT7EALES T
A URL NAMED X 9 72 CFH|Th ., www. redirect—example. jp/index. html |2V A4 L7 &
No, ZOUVZA L7 MIEELTIHITP 27 —X 22— K& LT, 307 Temporary Redirect
iKY Z LT D, FlZ, ServerName * (ZX VY HITP WA b~y X3 ED LS 23FHITYH
(www. redirect—example. jp 1T&<) 1 FHEH @ VirtualHost It v h4 53, ZOFREICL Y HITP
WA S~y 2 RLANZPBED LS 723CFHITH, 1FHAO Virtuallost iIZv vy F L, 7 y¥
v 7L (www. redirect—example. jp/index. html) (2 U Z A4 L7 k&b,

VEA L7 FEDOHTTP R A ko~ 1T www. redirect—example. jp & 72 ¥ .23 H @ ServerName
www. redirect—example. jp & FEFIN—F T 572, 2% H D VirtualHost |2~ v F L., ZEHE
i (http://www. redirect—example. jp/index. html) AF /R I 5,

httpd. conf

70y S EEEEA~DY XA LY N VirtualHost

<VirtualHost 192. 168. 0. 10:80>

RedirectMatch 307 (. %) http://www. redirect—example. jp/index. html <« U & A L7 N4
ServerName *

ErrorLog /var/log/httpd/bad_error_log

TransferLog /var/log/httpd/bad_access_log

{/VirtualHost>

# 7y rEEmmEERH

<(VirtualHost 192. 168. 0. 10:80>

DocumentRoot /var/www/html/redirect

ServerName www. redirect—example. jp < HE[AIZRA D NA A A EEET D
ErrorLog /var/log/httpd/redirect_error_log

TransferLog /var/log/redirect_access_log

<{/VirtualHost>
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Mozilla Firefox

Z271)V(F) WEE) =TRR(NV) BE(S) Tvov—2(B) YV—IL(I) ~ILT(H)

& v 'Qd Y | [© | http://www.redirect-example.jp/index.html
£{RB~A—Y v [@|Getting Started []LatestHeadlines v

[@ http://www.redi....jp/index.html | 5
DNSTOvF U JIC&Y )AL IREhZEL

4.1. 4 BERER

@O DNSFvvraPh—"ET digicdkV www. example. jp (X9 A4 RifE 2 Fhi4 L.
AL LT, EXHZ 517 192.168.0.10 (A L a— R) B LN Fe80::216:36fF: fe68:51e4
(AMA L a— R) RGN0 E I D EERT D,

[BIND Z{ L 7= & OEVWEMEZRIZ L A 3] ]

Aba—FR

Xy v o — 3 dig @127.0.0. 1 www. example. jp A

; <O> DiG 9.7.2-P3 <> ©127.0.0.1 www. example. jp

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 26252

;5 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;> QUESTION SECTION:

;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 10 IN A 192. 168. 0. 10

;> AUTHORITY SECTION:

www. example. jp. 10 IN NS ns. www. example. jp.

12




;5 ADDITIONAL SECTION:

ns. www. example. jp. 10 IN A 192. 168. 0. 100
ns. www. example. jp. 10 IN AAAA fe80::216:36ff:fed9:5790
AAA L — R

root@ubuntu—4:"# dig @::1 www. example. jp AAAA

; <> DiG 9.7.2-P3 <> @001 www. example. jp AAAA

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 28992

;5 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;www. example. jp. IN AAAA

;5 ANSWER SECTION:
www. example. jp. 10 IN AAAA fe80::216:36ff:fe68:51e4

;5 AUTHORITY SECTION:

www. example. jp. 10 IN NS ns. www. example. jp.

;5 ADDITIONAL SECTION:
ns. www. example. jp. 10 IN A 192. 168. 0. 100
ns. www. example. jp. 10 IN AAAA fe80::216:36ff:fed9:5790

@ [FEFEIZ, U LR DNS F v v ¥ 2 — 32 www. example. jp OAFIRILAKTET S &, %
DOEZEEL L TEXHZ O 192.168.0.10 (A La— R) B I fe80::216:361F: fe68:51ed
(MAA L a— R) B 6NAZ & a2fkildT 5,

[BIND Z {55 U 7-33 & OEVWEMEZRIZ L 5 Frf] ]

Al a—FR

UYL dig @192.168. 0. 100 www. example. jp A

13




; <G> DiG 9.7.0-P1 <> ©192. 168. 0. 100 www. example. jp A

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 55703

;5 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:

swww. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 10 IN A 192. 168. 0. 10

;> AUTHORITY SECTION:

www. example. jp. 10 IN NS ns. www. example. jp.

;> ADDITIONAL SECTION:

ns. www. example. jp. 10 IN A 192. 168. 0. 100
ns. www. example. jp. 10 IN AAAA fe80::216:36ff:fed9:5790
AMAA L =Z— R

UYL dig @fe80::216:36ff:fed9:5790 www. example. jp AAAA

; <O> DiG 9.7.0-P1 <> @fe80::216:36fF:fed9:5790 www. example. jp AAAA
; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 10709

;5 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;www. example. jp. IN AAAA

;5 ANSWER SECTION:
www. example. jp. 10 IN AAAA fe80::216:36ff:fe68:51e4

14




;> AUTHORITY SECTION:

www. example. jp. 10 IN NS ns. www. example. jp.

;> ADDITIONAL SECTION:
ns. www. example. jp. 10 IN A 192. 168. 0. 100
ns. www. example. jp. 10 IN AAAA fe80::216:36ff:fed9:5790

@ VYN EDWeb 7T 7Y T www. example. jp ~T 7R L LD & LIZBIC, KkT 7R
LEDELEYA FTIEARLSVZA LY FHWeb h—N~T 78R EN, 7 0 v 78RR

MERSNDZEE2MERBT 2, ZORITITY Y ASNE NS Fvvah—n"ELT
192.168.0. 100 F 721X fe80::216:36ff:fed9:5790 ZHREL TWDHHD LT 5,

—

Mozilla Firefox

Z71)V(F) WEE) TRRNV) BE(S) Tvov—2(B) YV—IL(T) ~ILT(H)

& - @ @ |[8)| http://www.redirect-example.jp/index.html

S{RB~A— v [g|Getting Started [B]Latest Headlines v
[@ http://www.redi....jp/index.html | 5@
DNSTOvF7ICE&Y VT AL IRIhZELE

4.1.5 DNS7uoF U 7REICLD, EENEEIHZ DN HHEGH

4. 1.2HTORED L H I, www. example. jp A7 RL AU A MIHEHIN TWEHEEOHRE S
DNS ¥ ¥ v iath =752 LT 7RyFUIHELLTT Ry U TOREND I KA
A BB VEIARA M (ZOFEIORETL, www. example. jp) IZOW TR I BLOE2D LT
DNSDOY Y —2ALa— RKnEEHZ 55, www. example. jp LAAAD example. jp KA A DY 7
RAAL L HDWVIEARA MAIZONWTIE, BTy X ITHEOE D ER— KA AL
(example. jp) TH o7z & LTH BRIC—E LARWGEAIZITEEY R A A > OIEBRER Y — NI
LTINS F ¥ v vath—"nOMEEEIT) 2 LI VEHEEHZ LA TVRWIER 72 DNS D[]
BaRTZENTED, 72720, example. jp RAA HAERMNT KL AU A MBS,
example. jp A A VBEROREPITONTZSE. 7>, BIND Z2HHT 2561280\ Ti
example. jp RAA LDV T KA A 8D\ EIA A MRS 54 FifRRIZ-DU N TIE NXDOMAIN 23
WS NA BRI T 2 2 & L e Db EBENMLETH S, unbound ZFIHT 2 HAICITZ D
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Xz I AE LR,

9xl) HI)E4T BELEhtEk AHIRRIER
*.exampl(lejp ETOHI)EA4T | example jopMIEBH—/\ [example jpDIEFH—/AH DD EZ
(www.example jpl&ER<)
SOA Ty ath—/N\EMSOA
NS Foyat—/NEONS

Fryad—nLon

www.e xample jp A T T4 Ty at—INEDA
AAAA Fruat—/N\EDAAAA
ZDh EHINTOVELLI—FOEZIEFLNEL

(o IR OITTFS)
1 DNS F v i — 373 BIND D556 O 4 RS R

41 h1)4847 Gy olcwin ARIBREE
*'exampl.er 2TOITYAT | examplepDIERIY —/\ |exemple pDIERF—/ D HDEE
(www.example jol £ <)
A local-data A D154}
. unbound.conf@local-data =
www.example jp AAAA 0t local-data AAAA D1EER
Q! local-datal ZZHIN TLVELLA-FOREEEHNEL

(E: * LB OTH)
F 2 DNS ¥ v v o =P — 378 unbound DA O 4 HR RS B

4.2 HlY— iz TTue v 7Y X b EERETEIER (FX2) oREF

4.2.1 ¥R

2o dEo0c. 7ryX o TOMGLERD RAL AZONWTDY =7 7 4 V& —JTHIC
EHY 70X 7 U A MEHDNS 4—/3% DNS F ¥ v ¥ o — N L3RI HE L, DNS ¥ v
Y ah—=NEFT XU TT RLVAY A RRRO RAAL 2 HDWVIEIHRA RAITHRT 2 DNS [
AHIZONTE T ryF 7 Y XA MNEFE NS h—A"~ZOMEREEET L, 72 yF 7Y R
NEHLDNS — S TliL, AR LTI ZA LT MEWeb — "D IPT KL AZEIET5HZ
ETHBEHRICH LTI my o 7 EEHE 2R RSED, LT T, example. jp Y —® Web
P A b www. example. jp (192.168.0. 1) ~DT 7 v A% 7T av 7 L, VXA LT b Web $—N
(192.168. 0. 10) IZ#5E T 5 HIEICHOWTET 5,
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fehtr— 4

www.exanple.jp

example. jpMIEFT — 1% 192.168.0.1
2001:DEB::5

& wwy.exanple.jp & 7
Fww = —_— FOwF S | EHEINS

192.168.0.200
TR e @ wwn.exanple.jp = 102.168.0.10

O wew.exanple.jp & 7 T J/ @& www.exanple.jp = 192.168.0.10

_— UEA LD Fleht —8

YU LS .168.0.
© VFALI bl —RIETIER feBD:]:glzﬁlgng:;EBB:Elefl

2 PP —NiZTTryX 7 U R NERFETEHFRBESOERE]
4,2.2 DNS ¥ % v ¥ 2P — "ORER|
4.2.2.1 BIND CTOREH]

Z Z CIEBINDY. 7.2-P3 (20104F 11 A 30 HY U—R) &M H L 7= EHNZ OV TR T 5,
named. conf 7 7 A MIZB W T, forward > a v ZFEHL. 7uevFX o 75L& ThdH
www. example. jp B9 % DNS RIAHIC-oWTIZ 7T ey X 27U 2 R&H DNS H— N
(192.168. 0. 200 35 L TN £e80::216:36ff:fed9:5790) ICHAE S BB L HYBRET D, FOHAL.
forward only &3 52 & T, 7uvdF 7 A NEHDINS B—"ORIIHEEEIT) X ORE

21T 9,

name. conf

zone “www. example. jp” {
type forward;
forward only;
forwarders {
192. 168. 0. 200;
fe80::216:36ff:fe92:9fDb;
b
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}s

4,2.2.2 unbound TOFREH
Z ZClXunbound 1.4.7 (20104 11 H 8 H U U —R) ZfEH L7=gEBNZ DWW TRT 5,
unbound. conf 7 7 A /MW T forward-zone 7> a v 2L, 7avF o IiEBThH D
www. example. jp IZBI9 2 DNS fiEFICoWTIE Ve vy 7 U R MNEFL DNS P — AN

(192. 168. 0. 200 33 L. OX fe80: :216:36FF: fe92:9fb) ICHALE X3 L ICHREEIT D,

unbound. conf

forward-zone:
name: “www. example. jp”
forward—addr: 192. 168. 0. 200
forward—addr: fe80::216:36ff:fe92:9fb

4.2.3 7avoXx Y A NEBDNS — DB E

4.2.3.1 BIND TOREH

Z ZCILBIND9. 7.2-P3 (20104E 11 A 30 HY U—R) 2 H L7=3Z EHNZ OV TCRAT 5,

O 7eyXTHRTHD www. example. jp & —2 & LT named. conf 7 7 A JWITEEL L,
www. example. jp Z~vAZX Y — L LTERT D,

named. conf

zone “www. example. jp” {
type master;

file “www. example. jp. db”;

}s

®@ www. example. jp V' —r DY —r T 7 AL & LT www. example. jp.db 7 7 A IV EVERKT D,

www. example. jp. db 7 7 A /L Tl www. example. jp DA La—RKE LT, UEA L7 FEWeb
P— XD IP 7 R A 192.168.0.10 B3 L X fe80::216:36ff:fe68:51e4 Z BEkT 5,
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www. example. jp. db

$TTL 10

www. example. jp. 10 IN SOA admin. www. example. jp. admin. www. example. jp. (
2010120908 ; serial
7200 ; refresh (2 hours)
3600 ; retry (1 hour)
604800 ; expire (1 week)
600 ; minimum (10 minutes)
)

10 IN NS ns. www. example. jp.

ns. www. example. jp. 10 IN A 192. 168. 0. 200

ns. www. example. jp. 10 IN AAAA fe80::216:36ff:fe92:9fb

www. example. jp. 10 IN A 192. 168. 0. 10

www. example. jp. 10 IN AAAA feB0::216:36ff:fe68:51e4

4, 2. 3.2 unbound TORREH
Z Z Tl unbound 1.4.7 (2010 11 H8 HY U—XR) #ffH LI EBNZOWTHBT 5,
unbound. conf 7 7 A WIZRBWT local-data 7> ar&#FEAL, 7oy L2 ThD
www. example. jp DAL aI— RFEBXOAMAM La—RE LTI XA LY beWeb b — "D IPT K

LA 192.168.0.10 33 L TN Fe80::216:3611:fe68:51led X FKT 5,

unbound. conf

local-data: “www. example. jp 10 IN A 192.168. 0. 10”
local-data: “www. example. jp 10 IN AAAA fe80::216:36ff:fe68:51e4”

4.2.4 VEA VL7 FEWeb —1DFRE
FHR1OEALFEREOFIEIC LV FEZITY 4. 1L.3HEBR),

4.2.5 EifEmERR
O TuyFr Y RARMEHEDINS —"RNIEFIZT O X T RAL U EFHPAN TV D DER
TAHEH, 7aux ) A RMEH DNS Y — 3 BT www. example. jp O BIFRILEZITV., ZHIZ

x93 B A% E LT Answer Section [ICEEH X GNZHEETHD IPT KA 192.168.0. 10(A L =
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— ). BLOY, fe80::216:361f:feb68:51led (AMMA L a— N)NELNAD Z & 2R T 5,

[BIND Zfi ] L 72356 O EMEMERIZ L D Rnpl]

AL a—FR

Tuayx Y 2 NMEPEDNSE dig @127.0.0. 1 www. example. jp A

; <> DiG 9.7.2-P3 <> @127.0.0.1 www. example. jp A

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 45864

;5 flags: gr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 WARNING: recursion requested but not available

;> QUESTION SECTION:

;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 10 IN A 192. 168. 0. 10

AAA L =—

TavX ) A MEBDNSE dig @::1 www. example. jp AAAA

root@ubuntu—4:"# dig @::1 www. example. jp AAAA

; <O> DiG 9.7.2-P3 <O> @::1 www. example. jp AAAA

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<K- opcode: QUERY, status: NOERROR, id: 55955

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;www. example. jp. IN AAAA
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;5 ANSWER SECTION:
www. example. jp. 10 IN AAAA fe80::216:36ff:fe68:51e4

@ WIZ, DNS ¥+ v ¥ =¥ — 3 ET www. example. jp OARIMMFREZ LT 5 Z & T, ZIUTHk
HEZEE L TCEEHEZONZREE TH D 192.168.0.10A4 L a2 — F) . B LV,
Te80::216:36FF:fe68:51ed (AMMA L 2 — R)NE LN A Z & 2T 5,

[BIND Zfi ] L 72356 OEMEMERIZ L D Rnpl]

Aba—FR

Xy v at— 3 dig ©127.0.0.1 www. example. jp A

; <O> DiG 9.7.2-P3 <> @127.0.0. 1 www. example. jp A

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 43660

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 10 IN A 192. 168. 0. 10

AMAA L =—

root@ubuntu—4:"# dig @::1 www. example. jp AAAA

; <O> DiG 9.7.2-P3 <O> @::1 www. example. jp AAAA

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 36821

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2
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;> QUESTION SECTION:
swww. example. jp. IN AAAA

;5 ANSWER SECTION:
www. example. jp. 10 IN AAAA fe80::216:36ff:fe68:51e4

@ [FEEIZ. U Y ILRDIDNS F % v v =B —,3(192. 168. 0. 100) 12 www. example. jp D4 HifiRk
EEETAHIE T EIUCKTAEE L L TEEHEL LNZEE 192.168.0.10(A La— R) B &
TN fe80::216:361F: fe68:51ed (AAAA L' I — R)NEHND = L RT3,

[BIND Zfi ] L 72356 OEMEMERIZ L D RnpE] ]

Aba—FR

U L3 dig @192. 168. 0. 100 www. example. jp A

; <O> DiG 9.7.0-P1 <> @192. 168. 0. 100 www. example. jp A

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 60923

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:

;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 10 IN A 192. 168. 0. 10

AMAA L =—

UYL dig @fe80::216:36ff:fed9:5790 www. example. jp AAAA

; <O> DiG 9.7.0-P1 <> @fe80::216:36fF:fed9:5790 www. example. jp AAAA
; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 28214
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;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;> QUESTION SECTION:
;www. example. jp. IN AAAA

s> ANSWER SECTION:
www. example. jp. 10 IN AAAA fe80::216:36ff:fe68:51e4

@ VINAREDOWeb 7T IFNETay X Z5EY A b www. example. jp ICT7 7B AT 5 &
UEA VT MeWeb h—TTm X VFEERENERINDNEHERT 5,
U2 BWTDNS F 9 v o2 — 331192, 168.0. 100 ITERELTWAHD L35,

Mozilla Firefox

Z71)V(F) WEE) TRRNV) BE(S) Tvov—2(B) YV—IL(T) ~ILT(H)

& v '.Q_d [l } http://www.redirect-example.jp/index.html
S{RB~—2 +» [@|Getting Started [B]Latest Headlines v

[@ http://www.redi....jp/index.html | 5@
DNSTOvF7ICE&Y VT AL IRIhZELE

4.2.6 DNS 7R o XU FREICL Y, HENEZ#Z S D EEGH

4.1.5 L[AIER, www. example. jp & DNS F ¥ v ¥ 2 — NIRE LIZHEITIE, 71 v F 7%
BRAALSVHDABNIFA R (ZOBOEHETE. www. example. jp) IZBE—F LIZHEICOHL
DNS fIEH DEIZENEEZHLZ I, www. example. jp LA D example. jp RAAL L DHT KA A
RBAPHIZONTIRT By F T HRD B AL 4 (example. jp) B EN TN D HEITE N
T, DNS MIAIZER MR Y — N2t LTINS F v v v a b — "L EE3MTbhd 2 &
T, HFEHZ OGN TWRWIER 722 DNS OEIZEZIRT Z LN TE S, 72720, example. jp KA A
CHERT FL 2 Y 2 MIEHE S, example. jp RAA VHEHEKZ DNS v v o P — N THRE
L7e%a . 72>, BIND ZFIH T 23548128\ TIE, example. jp RAA OB T AL L BIW
RA DITKET DA BRI DV TIE NXDOMAIN 235K S VA RITRRIC RIS 2 2 & &7 b7 diE
BENLETH D, unbound ZFHT25EITIT. DX 5722 LIFRAELR,
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21) vEDLE funahe i B RER

*axarmpla jo
(www.example jplEhR<)

ETOITNEAT |examplejpDHERY—/3 | example pDEEH—/ HoDEE

SOA forward THEE L 1-DNSTH S0A
NS forward THIZE LT=DNSDHNS
www.axample jp A forward CHTELT=DNS | forward T EL1DNSMA
AAAA forward TIEE L F-DNSMAAAA
T Dt SRZIATVREVLI-FOESFRI#SAEL

(FE: * [ IEROILTS)
43 DNS % ¥ v ¥ =% —/\/08 BIND O34 O 4 Bt

)x) HIs47 BLEHEE RERREER
*.exampklaJp LTDII)E4T | example jpDIEF S —/\ |example jpDIEF Y —/ \h > DEIZ
(www.example jolF&<)
A forward C$8 € L1=DNS Mlocal-data A
www.example jp AAAA forward CHEFELTDNS  [forward THEE LT-DNSDlocal-data AAAA
Z0ih BEHRNTOVEWLI—FOEZIX/ONELY

(FE: * I HEEDOLFF))
F 4 DNS F ¥ v 2 =P — 308 unbound DIFE DL FijfEHHk 5

4.3 FREBEB LOBE

INFETICREFEICONWTERTE 22005, 7ryF¥ 77 KLAY A % DNS ¥
Y vy ath = NCTREFT D HRE R R A A ) 2 MEFBE Y — IS TREFT 2 5RO T
AT & BHITT 0w X THBRAL DY —0 7 7 A )V EKITETEHNTTRE TlEdH
D REMFEIZEE LTINS F v v o —MlZBWTS RAA U A MERY—/3~0D DNS
MAEEOEEREN Y A MBINCEL THRETHLZ L BELOY 2 FEHICEE L TIX DNS ¥ ¢
Y at— MIICBEWTHE X ¥ v a7 UTHEEGRELRDZZ 0D U A FOEREFRIC L
LEHEH EOAY v MIZFNZERE BN EEZZOND, £7o, 3T 5. 2 HIZHBWTFEL
SHARBN, 7TuwF o F6fR B A A P DNSSEC ®ii & e o 7o, RAA VEEHL TS
P—NIZBWTHEOAERZITORNEFZY KA A U ~DREEMN ServFail (2 XV & BifiERN T
Tl ebZ b, AL LI ARNERIORAAL Y X NEHRS—NIRFLIZGEIT
DNSSEC DHEAERIEHEN FA A U A MEFHY —NCBWTHEL ST D, ZTNHDI L%
BExHE T7TayX T RLUAT A RNE DNS F v v ¥ a2 — IS CTREFT 5 50 5 238 )
RENOIFEELWNEEZ LD,
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DNS ¥ v¥ath—"EiCY
2 N R
(Fx1)

DNS F ¥ v ¥ =P — 3 L3RI —
NEIZY R 2 RE
(Fx2)

TryXr Y A P ERE
FHH—

DNS ¥ v ¥ =P —

DNS F ¥ v ¥ =2 —N
Javx ) A MEHRY—N

Tayx 7Y R NDOERHR
St

DNS F v v ¥ ath— 3D R
I % ST

DNS Fvviath—kBLUO7my
*L T YR NERY—ATOY
% | % BT

Tayx ) X NEGRE
DEEZIIER/B) e

W72 L

FyrviaIhTnWibr7ay
XU TRBR RAAL L OIFEHRIT
UANEFEZERTDHZET
U Z b BT EHRAY DNS F ¥ >~
Vath—NIIKBmEN S,

VA o))

XFryviaahiTnidr7ryx
VIRG R AL L OREHIL, DNS
Frviath—n"0s TR
WRWRY Z4N expire T5F
T 7uayXr /)R NEEY)—
NOFEHF I NIFER~OMAEE
TR0,

DNSSEC D F-#

Ty X TG RAAL
@ DNS R-A-H D[E% 1% BIND,
unbound & % (Z DNSSEC %f)i&x C
AR WEZE A Y LS ITHE L
TiREN S,

THyFUTRERAL I
DNWTELT DO OWERS
FONREE Ty X7 U R
B — I TR T D 03
N d, ZOREREITDIRNE
B Y R AL U ~ORMEEIX
ServFail = F — /U VL Nkt
LCIRE N, 7 r ¥ JEEH
M DRRDTER,

#5 J7Alktik

4.4. HAFE

AKETIZ. DNS 70X o FTOREXITI DWW OO 27 ) P EHWT, &
KT 2y X T EBATALEDODNS v v ahr—"OBRELFHIT S,

4. 4.1 BEADOLEEDOFHN

TayX T RUVAYARET RLRAY A MEENHENSEEL. ZOY 2 kb7 a v X
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VRGN AL L EAAH LT Y A MTOWTDNS F v w2 —iC

it

X &

AN =R e

KR RAA % DNS ¥y v 2 —NIFRAAT, ZO—BHOFEIILLTO X 5 RFfENIc 5,

7

@7 FL 2 U 2 MEHFENG Y R ~ERRG

N\

@mBLIEYR MSINSTOvFUSEDY
—V YR MEER

@DNSTOv x>V H5EDY—21) X F%DNS
Tywab—NZ7yvIO—FKT 3

\

@ONSF*F v wat—NzJavxoFEADY
— U EEETD

4. 4. 2 BAREY 723 EH)

PUFIZ, B FIEIHE > T BRI 22558 E 5 O %

O® 7 RLVAU R NEFHEHENS Y A &R

P —

1T 95

T RLRY A NEHHEAEN S Ty 77 FLRAY A MEERET S, R FOSZIESIET
T2 RINV, BEELZY A M, X2V 7 40 b, X2 7 AREICEE. 778 A

HIPRAAT 5 Z EMEE LY,
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@ BELEZVARNNLINS 7 vdr ZTHOY — U A N & ERK

DNS 7 ayx 7 HY =2 U A ROIERIZOWT, awk A7 U 7 M & L7762 TRt
EIiD.awk A7 VT NEFATTEL~V U RIZT RLA Y X MFBEERL VRS L2 2 R3S
HHELT, INSTryX 7Y = A NOERFIEZOWTEHAT S,

ZITIEEE LY A RCSY 77 A D 2FH &7 B —YDORZ LT, 5FIHE

T HEE—TYoTey X RET L LT, b OEA 2T 26 oW TRk T 5,

T avk A7 U7 MZE>T. NS 7 v X ZHOY A MERTHREL 25 25/ & 55
BOREMH LI EEOERRFITHD, (1IZTayF o 7a, 0137 vy X 7 HKE2EKT5)

# awk -F, ~{print $2, $5}° blocking list_sample. csv
25

BRAR—VDORA My BEAR— VDO DNS Ty F S AE
bad. examplel. jp 1 <7 8@ ¥ JH

abe. examplel. jp 0 «—7 1 v F L IHK

bad. example2. jp 1

bad. example3. jp 1

bad. example4. jp 1

abc. example2. jp 0

bad. exampleb. jp 1

bad. example6. jp 1

abc. example3. jp 0

bad. example7. jp 1

bad. example8. jp 1

bad. example9. jp 1

bad. example7. jp 1

bad. example8. jp 1

bad. example9. jp 1

bad. examplel0. jp 1

avk A Z U 7 KN T DINS 7 mrvFx o TaORAMNLZDODHRHELEZY X b
blocking list_sample. txt Z{ET 5, ZDOAZ U7 ~E., U A LD 55H (BH—T 07 1
R TRE)DT T TN 1IONS 7Ty o 7a) DR A MBS,

# awk -F, ’$56==1{print $2}° blocking list_sample.csv > blocking list_sample. txt
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awk A7 V7 " &2FEITTHE, Fied VU Ak ( blocking. txt) WA IS,

# cat blocking_ list_sample. txt
bad. examplel. jp
bad. example2. jp
bad. example3. jp
bad. example4. jp
bad. exampleb. jp
bad. example6. jp
bad. example?. jp
bad. example8. jp
bad. example9. jp

bad. examplel0. jp

@ DNSTuvXxrTHOY =2 AREDINSFy v vath—RNIT v 7a—RK13

@ TIER L7= blocking list_sample.txt Z# DNS ¥ ¥ v > aPh—RT7 v 7o — KI5,
X2 VT 4 bk SFIP, SCP 72X a7 RiBECT v 7 r—RTH5ZENLEE LV,

@ DNSHF¥yviah—IZ7ayvF L THDOY = Z28ET5

[ BIND ZFIH T 2456 DY — > OREOFRER] ]

RO2ODY T2 VT EHNT, BRIC T vy X T =0 7 7 A VB LD
named. conf OERL % AR SERET 5,

FTREMATZ77A0ELT, LTFO3 207 7 A V& HEiT 5,
blocking list_sample. txt
FROTER LTy X TRHR AL L Z Y A RNE L TCRIB LT 7 AL

template_zone. txt

TRV ITHBRAL DS =2 T 7 ANDT T L= T 7 A )by T T L—FrT 74
NOFTIE VLA LT MeWeb $—/3D IP 7 RLASLDNS F¥ v ath—n"D P T FL A
WZOWTIEH LN EHRRALTEL,
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# less -N template_zone. txt

1 $TTL 10

2@ IN SOA DOMAIN. root.DOMAIN.  (

3 2011011701 ; Serial

4 3600 ; Refresh

5 900 ; Retry

6 3600000 ; Expire

7 3600 ) ; Minimum

8 IN NS ns1. DOMAIN.

9 IN NS ns2. DOMAIN.

10 IN A 192.168.0.1 <Y &' A L 7 k5 Web ¥— 3D TP
11 nsl IN A 10.0.0.1 <DNS ¥ ¥ v =2 —3D IP
12 ns2 IN A 10.0.0.2 <DNS ¥ ¥ v =2 —3D IP

template_named. conf
named. conf DT FL— k"7 7 A )b, Z T, LFH DOMAIN 1%, “evxo 27U Xk
blocking_ list_sample. txt IZEEHINTWND FA AL EHIND,

# less -N template_named. conf. txt

1 zone “DOMAIN” {

2 type master;

3 file ”/var/named/blocking/DOMAIN. zone”;
4 notify no;

5 allow-update { none; };

6 }

« create_blocking_zone. sh

T — M=%l L7- template_zone.txt 77 ANET R T U THBRAAL LD
YA KToH5D blocking_list_sample.txt 77 A NAMmbT7 v XF U THRALS VO =0T 74
WERAEKT A2 Y 7k

# less -N create_blocking_ zone. sh
1 #!/bin/bash
2
3 DATAFILE=blocking list_sample. txt
4 TEMPLATE=template_zone. txt
5
6 for data in $(cat $DATAFILE)
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7 do

8 dom=$ {data%: *}
9 sed 7{ s/DOMAIN/$dom/g; }” $TEMPLATE > $dom. zone
10 done

« create_blocking_named. conf. sh

Tay XU ITHBRAAL L DY A NTHDblocking list_sample. txt 7 7 A /L & named. conf
T ANDT T L — b TdHD template_named. conf. txt 77 A /b7 1 v F a2 Ehd
% DNS & v ¥ =P —/30D named. conf T 5 blocking zone_named. conf Z Bk A2 7V 7 K

# less -N create_blocking_named. conf. sh

1 #!/bin/bash

DATAFILE=blocking_ list_sample. txt

TEMPLATE=template_named. conf. txt

rm —f blocking_zone_named. conf

for data in $(cat $DATAFILE)
do

O© 0 =N O O = w N

—
(]

dom=$ {data%:*}
sed ”“{ s/DOMAIN/$dom/g; }” $TEMPLATE >> blocking_zone_named. conf

— =
NN

done

(a) create_blocking_zone.sh Z#ZE{T9 A2 LIV . FITLET oL 7 MY Bl o
TRBRAAL DS =0T 7 AIVIN KA AL K. z0ne EWVNVD 7 7 A VA TEREIND,

# . /create_blocking_zone. sh

# 1s *. zone

bad. examplel. jp. zone bad. example3. jp. zone bad. example6. jp. zone
bad. example9. jp. zone

bad. examplelO. jp. zone bad. example4. jp. zone bad. example?. jp. zone

bad. example2. jp. zone  bad. exampleb. jp. zone bad. example8. jp. zone

Flo. RAAEHBOY =0T 7 A NVPTFRO LI ITEMSIND,

# cat bad. examplel. jp. zone
$TTL 10
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@ IN SOA bad. examplel. jp. root.bad. examplel. jp. (

2011011701 ; Serial
3600 ; Refresh
900 ; Retry
3600000 ; Expire
3600 ) ; Minimum
IN NS nsl. bad. examplel. jp.
IN NS ns2. bad. examplel. jp.
IN A 192.168.0. 1
nsl IN A 10.0.0. 1
ns2 IN A 10.0.0.2

(b) create_blocking_named. conf.sh ZFITTHZLICLD,. FIT LT AL 7 MU Tuy
X T B EET HDINS F v v 2 2P — 3D named. conf Td 5 blocking zone_named. conf 7 7
ANDERREI N B,

# . /create_blocking_named. conf. sh

# cat blocking_ zone_named. conf
zone “bad. examplel. jp” {
type master;
file ”/var/named/blocking/bad. examplel. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. example2. jp” {
type master;
file ”/var/named/blocking/bad. example2. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. example3. jp” {
type master;
file ”/var/named/blocking/bad. example3. jp. zone”;

notify no;
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allow-update { none; };

}s

zone “bad. example4. jp” {
type master;
file ”/var/named/blocking/bad. example4. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. exampleb. jp” {
type master;
file ”/var/named/blocking/bad. exampleb. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. example6. jp” {
type master;
file ”/var/named/blocking/bad. example6. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. example7. jp” {
type master;
file ”/var/named/blocking/bad. example7. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. example8. jp” {
type master;
file ”/var/named/blocking/bad. example8. jp. zone”;
notify no;

allow-update { none; };
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}s

zone “bad. example9. jp” {
type master;
file ”/var/named/blocking/bad. example9. jp. zone”;
notify no;
allow-update { none; };

}s

zone “bad. examplel0. jp” {
type master;
file ”/var/named/blocking/bad. examplel0. jp. zone”;
notify no;
allow-update { none; };

}s

(e) 7uavwvxr 7MY —27 7 A (bad. examplel. jp. zone ~ bad. examplelO. jp. zone) %
/var/named/blocking =4 L7 NUB FIZat™—94 5%,

# mv bad. example*. jp. zone /var/named/blocking/

# 1s /var/named/blocking/

bad. examplel. jp. zone  bad. example3. jp. zone bad. example6. jp. zone
bad. example9. jp. zone bad. examplelO. jp. zone bad. example4. jp. zone
bad. example7. jp. zone bad. example2. jp. zone  bad. exampleb. jp. zone

bad. example8. jp. zone

(d) 7wavyF*ZHDblocking zone_named. conf % /etc T4 L7 RUETIZa—4 5,

# mv blocking_zone_named. conf /etc/

(e) include A7+ a3 % L. blocking zone_named. conf % FHiAiATe X 912 named. conf
ZimET D,

named. conf

# Add blocking zones as master

include ”/etc/blocking zone_named. conf”;
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(f) rnde reload Tar 74 L — a7 A0 a— REERT5H,

# rndc reload

server reload successful

(g) syslogil7avwX o THDO = BHAALTE D TINEREIND Z & 2R T D,

named[17097]: zone bad. examplel. jp/IN: loaded serial 2011011701
named[17097]: zone bad. examplel0. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example2. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example3. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example4. jp/IN: loaded serial 2011011701
named[17097]: zone bad. exampleb. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example6. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example7. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example8. jp/IN: loaded serial 2011011701
named[17097]: zone bad. example9. jp/IN: loaded serial 2011011701

(h)  ERMEZEZEASDNS F v v = — N6 L TERT S,

(1) TayX IR/ EBRAL KL dig Ik W ARIRRAZEHETLHE., VA A LT R Web
P — RO IPT7 KL A 192.168.0. 1 DJSENR - TL DI L 2R+ 5,

# dig @127.0.0.1 bad. examplel. jp

; <O> DiG 9.7.2-P3 <> @127.0.0. 1 bad. examplel. jp

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 64216

;5 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;5 QUESTION SECTION:
;bad. examplel. jp. IN A

;5 ANSWER SECTION:
bad. examplel. jp. 10 IN A 192.168.0. 1
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;5 AUTHORITY SECTION:
bad. examplel. jp. 10 IN NS nsl. bad. examplel. jp.
bad. examplel. jp. 10 IN NS ns2. bad. examplel. jp.

;> ADDITIONAL SECTION:
nsl. bad. examplel. jp. 10 IN A 10.0.0.1
ns2. bad. examplel. jp. 10 IN A 10.0.0.2

[ unbound ZFIH T ALEED Y — L OEEFOZER] ]

CIZTHBUTO2o0Y A2 ) P EAWT BRI T ey X TR - 77 A L8
& DY unbound. conf OYERY A BARNZ S G T 5,

create_blocking_unbound. conf. sh

TavXx 77 LAY Z K blocking list_sample. txt 226 DNS v v ¥ 2 —RN2BIT 5
TuavX S HOary T 4 L —3 g9 7 7 A4/ blocking_unbound. conf ZERT D, Z DAY
V7 RTiE 129THO IP 7 KL ALY ZA L7 beWeb =D 1P 7 FL A &b %, 12
THOXFEH] $dom X7 v v ¥ 7Y X b blocking list_sample. txt IZFEFEH I TV A KR
A VIZEBREND,

# less -N create_blocking unbound. conf. sh

1 #!/bin/bash

DATAFILE=blocking list_sample. txt

rm —f blocking_unbound. conf

echo “server:” >> blocking_unbound. conf

O© 0 =N O O = w N

for data in $(cat $DATAFILE)

do

dom=$ {data%: *}

echo “"local—data: ¥"$dom. 10 IN A 192.168.0.1¥”” >> blocking unbound. conf

— =
o = O

done

—_
w

(a) create_blocking_unbound.conf.sh % E 174+ 5, EIT LT 4 L7 MU EIZ
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blocking unbound. conf &9 7 7 A A ERK IS,

# . /create_blocking_unbound. conf. sh

# cat blocking_unbound. conf

server:

local-data: “bad. examplel. jp. 10 IN A 192. 168.
192. 168.

192. 168.

A
local-data: “bad. example2. jp. 10 IN A
local-data: “bad. example3. jp. 10 IN A
local-data: “bad. exampled. jp. 10 IN A 192. 168.
local-data: “bad. exampleb. jp. 10 IN A 192. 168.
local—-data: “bad. example6. jp. 10 IN A 192.168.

A 192. 168.
A 192. 168.
A

192. 168.

local-data: “bad. example7. jp. 10 IN
local-data: “bad. example8. jp. 10 IN

S s e e
—
X

local-data: “bad. example9. jp. 10 IN
local—-data: “bad. examplel0. jp. 10 IN A 192.168.0. 1"

(b) include A7 a3 &M L, blocking unbound. conf % &iAiATe X 912 unbound. conf
ZimET D,

unbound. conf

# Add for blocking

include: ”/usr/local/etc/unbound/blocking_unbound. conf”

(¢) blocking_unbound. conf % include 7> a3 THRELEZT AL 7 MJIlcab—14 5,

# mv blocking_unbound. conf /usr/local/etc/unbound/

(d) unbound-control reload ZFE{TLar 7 4L —arT7rAx)a— 45,

# unbound-control reload

ok

(e) unbound-control list_local_data =<~ KT, local-data & L CRitAIAA TS KA A
VEMMT XU TRHBRAL L THD I LR T D,

# unbound-control list_local _data | grep bad

bad. examplel. jp. 10 IN A 192.168.0. 1
bad. examplel0. jp. 10 IN A 192.168.0. 1
bad. example2. jp. 10 IN A 192.168.0. 1
bad. example3. jp. 10 IN A 192.168.0. 1

36




bad. example4. jp. 10 IN A 192.168. 0. 1
bad. exampleb. jp. 10 IN A 192.168. 0. 1
bad. example6. jp. 10 IN A 192.168.0. 1
bad. example?. jp. 10 IN A 192.168. 0. 1
bad. example8. jp. 10 IN A 192.168. 0. 1
bad. example9. jp. 10 IN A 192.168. 0. 1
(f) 7ryXZUAMBRINTWD FAS IR L Tdiga~vyr FaEL, V&1L

7 REWeb b — "D IP 7 R LA (192.168.0. 1) NG & L TR TL AT & &2 MERT 5,

(2)

FRfEEEZ Xy v a =N TLIZERT D,
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5. DNS 7ua o XF 7EH AL TOREEHR

5.1 —ERBHE~E 2 B

TayX T EBEATHICEL TRBBERINDIAIT. 72y X T OEANDNS DT AT A
UY=L TEDLIIT, EOREOEELZ 525, SHITIFZFOREIZLY At —bE
ADY—ERAMWENDEBENRET LONEIDRHDH, 71y X T OEANIZL D DNS DT A
T LY Y —RCHT DB 5 2 & T Y — B ASE A~ DR A AT 5 72 O SRR R
DX E B LRTIUIR 520D BRIEHEE D LERIGEIIEN S BV OB ORE I8
WCRBERDNE WD Z et T 52 ENNEL R D,

P —EA~DOEEEZRFTT HICEE LT, EIC200BEND OB ZET HILERND D,
120, 7Ry X VICET OREL NS ¥ v ah—NIf79 ZEICKDDINS DU AT LY
AP S v+ 72 NN BelrN 7uy%y7?ﬁvx9x%%E%#éﬂﬁﬁyx%AUy

WCHE X DB THD, RIETIEL, NS F v v ath— NI LT—ER&ODNS filaE s
Kiéﬁﬁ%ﬁ”kﬁ%if\WS%?VVzﬁ%AZﬁbT7DV%V7®%ﬁ%ﬁ5ﬁ%T
DYATHY Y —=ADE . BLOT X 7T RLAY A NOBEFUIEEI T TBOV AT
LYV —=ZDEA, DNS F ¥ v ¥ 2t —"~DEE 7 = VT DINE OB DN THIEE
fTolze PREBIZEL TE, LT D/RT A —F 8L S CTHEREIIE 21T 5 72,

—E&&O DNS &7 = U (500gps, 1000gps)

TayXr 77 RLUAY X MM (500, 1000, 3000, 5000)

DNS v v ath—NiZB A%y vy =ty M (0% 50%, 80%)

N— R =7 A~y 7 (Intel Pentium4 2.4GHz/ AE Y 1GB. Intel Xeon X5650 2. 67GHz/ A
U 8GB)

® 0 0 6

F7-. AT NS Y7 b7 LTI, EKL<FHASNTWAF—F LV —Z2ATh%H
mmgz%mﬁiwmmmﬂAJ:Tﬂm%ﬁotouTK\%M%n®y7%?:7%@%
L7285 A8 B W TOMBER OFE B L L TE RIS W TR 5,

5.1.1 7 roX L FHENDNS — ¥ RICE 2 HE%E

DNS ¥ v viath—"DOv Ay /77 v yFX 77 RLAY A ML Y yvaty b
CINSRIAEZ =V, HERAY 7 F =T IlonTEREELESERLELTH, TryF S
TE DRI T DNS F ¥ v = —,30 CPU =1 “bé:&ik#@kﬁf%Uﬁﬁ$Kow

TiE, BIND ZFIH L72HAICB0WTE, ey X 77 RLRAY R M Z HITS L TAE

U%ME%%K\7FVXUXF§ﬁmeTﬂ1w&&MMTﬁSWK1&%0?%9%3@%

mm
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MENRH 7=, 72, unbound ZFIFH L725EIZEB W TIL, BIND DA LG L CTAE V&
D<A bi, 7 FLRY X MY 10, 000 DIE TRV T B 15MB DI 72 > 72,
BEDAFVBENOEZDE ZNHDAE Y HEIMNEITY AT LA0NEET 25 L CIIbgr/h &
WEETHDLZ DD, CPUBLORAEY OEHEOEMEOBLENGIL, 7 vy ¥ 7EAL
EDVAT LAOEBIFICEETHEEDZIETHRNEEZ I LD,

5.1.2 7 yFX 77 FULA U R FEHLEL DNS —E RZE 2 SR8

5.1.2.1 BIND D5H

IN—= R =27 ARy 7 DRV (Cent0S 5.5, Intel Pentium4 2.4GHz, AE VU 1GB)IZH
WTIE 7 RV AU R MEZE 3,000 £TIZT S & U A FOFEAIAIREIT DNS 225 DISE 13 72 < 78
DY —ERWRREEL 2o - R TX A7 FL AU XA MR v v 2 by FRBWEZ 510t
TR, Frvyraby BERWIBNTIEY A ME300, ¥+ v oty FFEBIBN
TIEYU A ML 500, Fvvatby RESNIIBWNTIZY A M 1,000 TY A NEHFOFEEIZ DNS
a7 VI 20N ) 2 NEHZ2EM L TV E04MOMABETE R b HAMN
WAETH I ENBEETE T, ZO/EAIE, DNS IEE 7 = U EhS 500qps 35 L OV 1, 000gps &6 5

DOHEEITB N T H AR A i, 7 = VAT S F 0 IKFET 5 2 &2 < PERES LA
LTz,

IN= R =27 ARy 7 D=2 (Cent0S 5.5, Intel Xeon X5650 2.67GHz, A& VU 8GB) T
[ERE e PERER R Z T2 &0 7 LAY R MY 1,000 12BN TH, U A N EFIUERREZ 0
THINSMAEEI7 =Y QU EZRESEDLZ ER<EEIELENTE KAy Il
i U B CE D U A MIUID 2 W EET H Z ERbho7o, 7 KL AU R MR 3,000 DY
AliE, U A DB & i U C CPUE R 3~4 i, 7 R AU & RS
5,000 DA ITIE CPU AR AN 5~6 51 B L. DNS a7 = VTt L TR RE T 55
AWRE LT, £, T RUVAU A ML 10,000 12725 & U v— FHISHK 3 B[ MR AR
Llgole, TROHO/AIEF v v 2 b v I LOVDNS &8 27 = U A% 500gps & 1, 000gps
DO EL B OEA BIFIFRER MBI & 2o T2,

5.1.2.2 unbound DF4S

unbound ZF|H L728A T BIND ZFIH LGB LR TAN— R =27 vV DAy 7T
BMbobTEEL DT FLAT R MUK LT —EA~DOEEE 5.2 5 2 L7 LB ATHE
Thotre N—RUxT 22y 7 OfEV < (Cent0S 5.5, Intel Pentiumd 2.4GHz, AE Y
IGBIZEWNWTIE, Frviatby MEPREIWVIZELBEAEEZRT LAY X ML REL 2D,
Frviaby FRIEBWTT RLAU A ML300, & v RE0%TT KA Y A M43, 000,
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tw hE 8% TT KL AU A R 10,000 £ TH—ERIZEER BN ARETH 72, £,
IN= R =T Ay 7 O~ (Cent0S 5.5, Intel Xeon X5650 2. 67GHz, A<E U 8GB) T35
WTIE, vy iaty MROMICEDLTT FL AU A ML 10,000 ([ZBWTH I —ERITHE
B YA MEFWEAIT) Z LN TE T,

TRBO I LD R — EA~OEBEEET 5 0ITET FLAY 2 MLOBIMIE U
TYAT ADA— KT =7 Ay 7 ZEHERER b OICRET b L ZRHT2 NS Y7 ko=
7 % unbound (ZZE B § 5O A AT L T LER B D,

5.2 DNSSEC i AT ) 2 B8

DNSSEC (DNS SECurity extentions) I& DNS ~D &R Zxtd 5 [RIZ & (42 2 B RICHR L T,
DNS DJSEIZBAIEREAINT S Z LTINS DISENEL THDZEEZMIETH LI ATHS,
20104 T HvD RAA VR — AV AT ADH EALD Y — 2 T H/L— k' — 1~ DNSSEC A
MBAtA S AL, jp ' — U ATEW T DNSSEC E44 28 2010 45 10 A 17 H X W Bt S T 5, 2011
F1H16 Anbid jp FAA A —EA~DEXFO BG4 JPRS 3BIAL TEB VY, 4%
—MKHNZIR S R A A 2@ DNSSEC G HEA TN Z ENEE S D,

Dmmié7my%y7ﬁﬂﬁmé&mmm§%7my%yﬁwt W72 b DICEEZHZ D
TEEATHO T LN, DNSSEC &7 m v F U INIHE LIS EOREL IR L T < 2 L3R
\CHEETHD, T2 TIEDNSSECEAIZL D DNS F ¥ vt —s3 UV LR~ Hil
5, ATHTHRARZ 250K NS Fv v ath—_"ETT v 70 R a2 5007
VS DN %ﬁ%ﬂlf7my%y7UXF%%%ﬁéﬁi@ﬁtm:OPT\W$M&7By
XU POFE LTSGR ED L D BN b L0 Edl+ 5,

5.2.1 ¥ v vaPh—NETCTuvFx U R MNERETEHFR (FR1) ORE

DNSSEC {3 DNS 7 = U |25 L THME A B 32 1T Hto 72 DNS [ D24 M, IE 4 M4 ek 3 2 41
Z TV, DNSSEC DREFEIL, DNS F % v ¥ 2 — "B LY Y A IZBW T Thbivs, DNS & v
» Va2 P NI — N0 5 D DNS BB ZRFE L, Y Y LI DNS F ¢ v & a3 B D]
BreBRET o2 L b,

DNS ¥ vvah—NEITryX TR NEVAZ—Y =L TRFFLTWSIEH
IZBWTIE, B FAAL B L COMR Y — > & LTEMET 5720, DNS F % v &= —(C
FUNTIE DNSSEC DRRFEIX TR\, ZD7d, ZODNS F v v ¥ ath—"\MhboRE T, 7

9 FLAYIJ—R TIPRSHIP KAA EH—EXIZDNSSEC ZEA |
(http://iprs.co.jp/press/2011/110117.html)

10 JPRS 2B VT EARHEDOERALEN TS IDNS JOvH 24 & DNSSEC 2B S B-HDFE
[Z2WLT1 (http://jprs. jp/tech/notice/2010-07-28-dns-block ing-dnssec. html)
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0y X7 YA RMIHD RAA D DNSSEC 3ty LTz & LT HASROMER Y — S ~D R A+
2179 Z 72 < DNS F v v ¥ o P— N0 [EHE DNSSEC %) TlE R WAIEZITH 2 & &b %
DEENEICHE> TEYBEIT T e v o VT EERED Web ¥ —NIZY XA L7 FSEDHT L
MTED, 72720, UYL NHE A DNSSEC IZ X DA RTRGER F5ET 2%, A12id, U Y L 30F
M4 257 7V r—3 3 DFEMEIT I - T DNSSEC i TRWEIZ Z5Z 1T 5 Z L TY YV ILAS0F)
MT27 7V r—ya U RIEFICEET 5 2 LN TETRAENEEELZ T D AHEERD 5.

5.2.2 B — Nz TT7 ey X 7Y R M eRFTHEN (FX2) OBE

ZOFKTE. 7ayx 7Y A MNEHEP— AR T 0 X THRAA NOHEBY— N L e
D.DNS Frvvath—NFT7ryX /YR NEFHRY— BT E -7 DNS [EEITR LT
DNSSEC DREFEAETT 9. F % v ¥ = P— 3% DNSSEC ORRFE%E F2hE L 725, b— b — RO % i
A LTEMGEEZ ATV, EUDRARKOERN O EFEZHZ NI EIE L > TV D T2, BRRERIKE 72
B, FOFER.DNS ¥y v o —sF Y VAN Tw LT DNS &5 — (ServFail) Zid7m, 7
2y X JEEREEOH D Web A MIELEREEZ Y XA LT T HZLRTERN,

ZOBEARER AT D HIEE LTE, %Y R A A T 5 4 ARk 2 DNSSEC TR
FEDOX G LT B HENRDH D, BIND IZBWTIHBIRTIZZOL I RBEEZT DI ENTERD
23, unbound {23V NTlX domain-insecure A7 a3 VEFHTH I L THRENARETH D,

FECIZ unbound. conf DFXRER| % R,

unbound. conf

£ 7o vX 795 www example. jp 1% DNSSEC DG % Fhi L 720

domain—insecure: “www. example. jp”

forward—-zone:
.o .
name: ~www. example. jp

forward-addr: 192. 168. 0. 200

#to—bhY— Ok

trust—anchor: 7. DNSKEY 257 3 5
AwEAAcXQXc1cCOEAH jGmYCqrOppFUL/1XET/U+4Z7EJBETiBr1SktS1y
GGEn5RPsW3+M2HvN/tCd01 JYBICEVukBhsgpX jadBrGt4U24U80rK1 1V
aNG3zMmvGDYSUn4P7k+HbGHmaoF3qZE7ywtRu7HFR5B4Mr 1dIECUDuOn
vQNCMt 1 jDPP JmnP0zBOTF4ZFh4xw jeN3SVuhHY6qGRuSWQOEZebQF qkP
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ifOVEt1eUkbEWvePVnnsomfQEMSyi5Z00qP36/Z0+z j1031Q4n65 jS4P
yVbCaKnfSZVnb+WgUJYeHYP2E/EBZV37131 jOMRIVFAAmkA4+gr JTbra LPStMsqafXU="

ZOBITIZ, = B Y = DFEDFRIEZATV DNS F % v & = H—s3 & L Tld DNSSEC DL %
ITOBRELE L TUWDHA, domain—insecure 7> 3 VERET DI & THEY R A A 2D TE
DNSSEC MiZED XG4k & 70D, T ORE TOEEOFEICHOW TR THRD &,

Fy v ath— 3 dig @127.0.0.1 www. example. jp +dnssec +multiline

; <G> DiG 9.7.2-P3 <<3> ©127.0.0. 1 www. example. jp tdnssec +multiline
; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 8305

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp: 4096
;5 QUESTION SECTION:

;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 10 IN A 192.168.0. 10

UV RAANIEDNS F v v ath—o2k LTDO By % ONIZ L7 www. example. jp (2R3 2
D DNS 7 = U |ZxF LT, DNS [B]Z53 DNSSEC DBA D/ alZ L LTy a v F#AEmmE o 1P
T RLAREEIND,
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DNSSECIZX G =B -1 E N EE

o Xy at—/\EFDNSSECH i

@ (=) P,
M&t /;’ isssc

e 0] =

¢
P
.
.
> ¢

N
§ / AL forward%EDNSH 5 D El 5%

e HEY—/\DJ =GR EIRET
9 HH KB (ServerFail)
IHRITX L TRAMARRIEING

\Mﬁﬁm

| 5 DNSSEC (ZXits S /72455 D2

BIND IZHWNTUE, FFED R A A 2% DNSSEC RN OITT T Z DL 9 iREA T > a v idZzn
72, BENTERVEREZERET 2 HELE LTUL, 7y F 7 ) 2 MFHY— MIOFEY R
AA DY =T DN T DNSSEC DEL ZAER L, T DNS F v v & ath— NICBekd 52 &
TDNS F % 3 = $—/NTO DNSSEC BAEZ R S/ D Z EIFARETIEH D, Zo%LAIEL. A
HE2ZIT 72U VL Nk L TIE DNSSEC DEA A& DEIZ & LT DNS [EIZTAT 4L 5 3 EH 72 (]
BLITEIBOBAMNEDRIEELTHZLICRD, ZDT2H, U ANTEBWTINS ¥ vz
P — 3N DA DORGEETT - 7258 121X DNSSEC ORGEN KIS 5 Z L2 b0, Z DOk
ICE D ERICHEN TERWEREZERET 2 HIEL IR LRV IR EMNT HLER S D,
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6. BIND Response Policy Zone (RPZ) Z{EHA L7=DNS 7 m v X FhHR

BIND 9.8 DIfIZF4E X7z Response Policy Zone (LAFERPZ) ZfEFH L7= DNS 71 v ¥ 2|2
DWTCEHT 5,

6.1 RPZ BEZEH A

RPZ 13, BRE SNTo/— /T HDSE  DNS INEDEEHZ | U VLS DNS IRET HHEETH 5,
BIND 9.8 LARECixpinb L7z, K1, F 22z, RPZ ZHEHATHZLTH, DNSIZLDH 7=
X T NARETH D,

RPZ 324 L7V A MEUEH— N BIND) ZHE L, B — LTy ryF 7R MD—C
FH, VX MLEY— o BEEDOF v v v ah— U 2 FO—FERUEN AR TH D,

7233, RPZ |% BIND9. 8 LARRIZ 24 S U7 4%HE T, RPZICE D DNS 7w ¥ v 7V 2 RBLT 5729
IZIZ BINDY. 8 AR D N— 2 3 L & T 2 LERH 5,

7238, ABRIOMKIE T, RPZERIED /X7 4 —~ > ZMEITEM L T2 WD T, RPZ &
L72DNS 71 w3 U V2B AT HERIE, BARNI AT £ —~ 2 RHE, A U0 V3G FEhi S
iz,

6.2 RPZ HERRMHI
RPZ 2 L7=DNS 7' 2 v & v 7 ORI %2 2 DT 5,

6.2.1 RPZIZHGLIcHF ¥ y¥aP—"ETTryX R FOEFZIT I HX
example. jp R A A ND Web %1 b~ www. example. jp (192.168.0.1) ~D7T 7 & AZxf LT
0y X T EITV, FOEEEZY XA L7 FH Web —-3(192.168.0. 10) IZFFE L, 22T
o ¥ S EGHR A R S AREICOVTHAT S,

M6ldhbHEHc, ISPICTERTOF v v ot — % RPZIZKSEE, DNS 7 r %

119, 7 vF TV A NOERILIRPZ ZFEE L2Fy v a2 —RETITH,
Fro T ny AR EE LTCRHAT2) AL FH Web b — 2 HEHTHIXLERD D,
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example.jp OHER Y — 3

S A A YA L7 W

(PRZ %} I ) 192.168.C
faRN:2AFFfan

@O www.example.jp @ www.example.jp A =

A? 192.168.0.10 ‘
@ VXA L7 K Web

PF— 2T 7 'R

IRV VAN

B6 RPZIZKISLZF Y v ya—"T7ayx U R MOEHFEITI SR

6.2.2 RPZIZHGELTZU R FBUBE Y — DB RPZIZHIE L v v ah—N2 7
2y¥xr 7Y RMEEETDHFR

7126 % k512, RPZITHIS Lz ¥ v ¥ a P —N2iA, YA MREY = TryFkr
ygEERE UCRIAT D) 24 b7 B Web Y — 2T 5 LB B 5.

JAMREY—NF, Fr v vat—ZT7uyd 7R NORUEEIT ) P —"ThH D, 7
Hyd 7YX NOERTY A MREY— N ETHEBML, FH LY X M, U X MERFF—A
INHEEEDF v v ath— NG LY =LY RERET AL TH D,

U A MRYEY—/N | Fx v a2 — N RPZ ZFELE L TS BIND 9.8 LIED/NN—Y 3 v &
HHT 2 BERH D,
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U A MEUE P — . - .
example.jp OHER Y — 3

(RPZ-Server)

BHEEDX v v oV —NT
Tavx U A NEEE

Xy aPh—n VALV W
(PRZ it 7+) 192.168.C
faRN:2Aff:feRr
@O www.example.jp @ www.example.jp A =
A? 192.168.0.10 ‘
@ VXA L7 s Web
P—NZT7 7 kA
DRI
7  RPZIZKHS L72U A REMEV— "B RPZ KIS LTeF v v v ah— iy rnyF 7

U A b zEET 575K

6.3 REH
RPZ Z M U 72 BARMY 2258 & T IEIC DWW TR 5,

6.3.1 RPZIZHIS LIzF ¥ v ¥ahr—NETTuy X U R NOEHFLEITI FR

BIND 9.8.1-P1(2011 4 11 H 18 HY U —RA) ZfEH L. RPZ ® BARR B EHI 25T 5,

Ta R IO = T B,

P RPZICHIS L% v v o o — N2,
T, TeyX U IHADOY — 4% block &35, RPZTHEHATLI Ty X THOY

— VAT EEDOARIZEETE b,
response—policy A7 —h A MZT7 v v X 7 HDRPZ V' — 2%, zone AT — b AL NI

RPZ TS5V =0 7 7 A N EIRET D,
70y X O = block ¥ ¥ v v a = NOBLNBI L, SO DNS —3 UL
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NI HLER 22D, allow—query, allow—transfer THERID DS, V' — U Hnik%
ST NE 2T 7B RGIREIT ) ONEE LV,

named. conf

options {
response—policy {
zone “block”;

}s

zone “block” {
type master;
allow—query { 127.0.0.1; ::1; };
file “block. db”;
notify no;
allow-transfer { none; };

’s

TayX RO =27 7 A block.db ZERKT D, block.db Y= T 7 ANIIT v F
7425 FQDN ZFiak L, DNS 7o » %o 7 2 FEH T 5,

F9. Ta v X MY =2 block @ SOA |, NS | F—AT— 3D A, AMA L — RE Xk
T2, TOWIZ, 7Ry X TTDHRAAL A, 72 UZA7 (A AMA ) | DXL L2 |
JeWeb — 3D IP 7 KL A &5 T 5,

TEOFRETIE, U 305 www. example. jp @ A E£721% AAA 7 =V O RIfEF-ZEER
BHHELRPZIZED, UFA LT RiEWeb D IP T RLAZIRET %,

block. db
$TTL 0
@ SOA localhost. root. localhost. (
01
1h
15m
30d
2h )
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IN NS nsl. block.

nsl IN A 127.0.0. 1
IN AAAA |
www. example. jp A 192.168. 0. 10

AAAA fe80::216:36ff:fe68:51e4

named 7't X ZEEhI 5,

# /usr/local/sbin/named

YARZ XY, V= block Fr—KLTW5AZ & &2MERT 5,

=

named[1768]: zone block/IN: loaded serial 1

Xy v at— 3 ET, www. example. jp DARIERE LTz X2, VXA L7 FWeb @ 1P
T FUADRIREIND DHERT D,

A xY

# dig @127.0.0.1 www. example. jp a

; <O> DiG 9.8, 1-P1 <> @127.0.0. 1 www. example. jp a

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 61343

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:

;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
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block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:

nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA |
AAAA 7 =Y

# dig @::1 www. example. jp aaaa

; <G> DiG 9.8.1-P1 <> @::1 www. example. jp aaaa

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 28007

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;www. example. jp. IN AAAA

;5 ANSWER SECTION:
www. example. jp. 0 IN AAAA fe80::216:36ff:feb68:51e4

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:
nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA il

UIARNNEF v v ot — 2%t L, www. example. jp OLARIMREEZ LIz Xlc, VXA 1LY
K52 Web @ IP 7 R L AR S5 D FERT 5,

A=Y

UYL dig @192.168. 0. 100 www. example. jp a

; <O> DiG 9.7.3 <O> @192, 168. 0. 100 www. example. jp a
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; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58445

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;5 QUESTION SECTION:

swww. example. jp. IN A

;> ANSWER SECTION:
www. example. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

AAMMA 7 =)

UYL dig @192.168. 0. 100 www. example. jp aaaa

; <> DiG 9.8, 1-P1 <> @192, 168. 0. 100 www. example. jp aaaa

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 10570

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;www. example. jp. IN AAAA

;5 ANSWER SECTION:
www. example. jp. 0 IN AAAA fe80::216:36ff:feb68:51e4

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:
nsl. block. 0 IN A 127.0.0.1
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nsl. block. 0 IN AAAA |

6.3.2 RPZIZHx L7z U R FEME Y — 05, RPZICH I LeF v v vath—NZ7
¥ 7Y R MNERETSHHR

RPZIZRIG L7z U A MEAE Y — N &, RPZICHIG LT X v v oo — N\l L7258 ORE
5% B3 5,

6.3.2.1 U R MBI —DORE

. Ty TEHAOY— (([EED Y — 2 4) % response—policy AT — h X2 b zone
AT —hAY NIBEET D, 22 TlE7ayXx o FHOY — 4% block &7 %,

JARREY =Xy vy oath—"~D7rmyFx 7Y X FORMEIEY — 5k (AXFR,
IXFR)IZE D TPOID, 7ryX 7V XA ROREIZ, 7ryX 72175 F% vy v ah—no
FHIZRET D, BARMIZIL, alsonotify A7 — AL M T, VA MEEETH XYy v 2P —
NDOIPT FLAZZTRT 5,

Fio, EX 2 VT o OBENL, NS Ty X T EITIF vy v ath—OHNG, U AL
AfE— NIk Ly U A b BB A EEOMEREZER (SOA ZR) Z7F Al 5 KO IR ET .
HAKMIIZIZ, allow—query A7 — k A2 T SOA BRZFFA[9 5 IPT7 KL A% DNS 712 v
VT EITOX Y vy v aYh— "D IPT KLRIZRET D,

named. conf ( U A FEUEH—3)

options {
response—policy {

zone “block”;

zone “block” {
type master;
allow—query { 127.0.0.1; ::1; 192.168.0.100; };
also—notify { 192.168.0.100; };
file “block. db”;
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TuryXr VA NOEGIZ, BEX 2 VT 0 2EBE L, HELORGE, BERK TORIAE
WM& %, TSIG (Transaction Signature) Z{EA L. U A FDOEUSEEIT I DBREFE LV,

dnssec—keygen =<2 R T, U A MEEIH—LETU X MEHD TSIG % BT 5,

dnssec—keygen -a 7/ Y XA -b K -n HOST V' — 4

U 2 MEE{EY— 3 dnssec—keygen —a HMAC—-SHA256 —-b 256 —n HOST block
Kblock. +163+36767
#

dnssec—keygen ZFELTT 2D LILIEFD key | private D 22D T 7 A ILIMERKEN D,
TSIG 2 L7z — VHRIERRE Cld. $EIEF2 . key (Kblock. +163+36767. key) Z 4 5,

U X MEUEH— 3 s
Kblock. +163+36767. key Kblock. +163+36767. private

U 2 MEEHY— 1 cat Kblock. +163+36767. key
block. IN KEY 512 3 163 kEIcqwidl+/22Ekh+JasNqwwvnxVUZrRNOGrmE jChDI=

LR, RFEOLFEH(TSIC #) &2, #4 block—tsig-key & LT key 27—k A MBS 5,
v —> block @ allow-transfer A7 — h A2 NI TSIG #& block-tsig-key ZX gL, Z D
TSIGHEAZRFFL TN AF v v vaPh—NIZxtLTOHR, 7uayX 7R NOEMEZFFAIT 5
EOITRET D,

named. conf ( U A FEMEH—3)

options {
response—policy {
zone “block”;
b
b

key “block—tsig—key” {
algorithm hmac—sha256;
secret “"kEIcqwi4l+/22Ekh+JabNgqwwvnxVUZrRNOGrmE jChDI=";
b
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zone “block” {
type master;
allow—query { 127.0.0.1; ::1; 192.168.0.100; };
also—notify { 192.168.0.100; };
ixfr-from—differences yes;
file “block. db”;
allow-transfer {
key “block-tsig-key”;
b
b

Tux XY A MO =27 740 block. db VBT 5,

9. V' —> block @ SOA . NS . F—LH— "D A, AMA La— R&EBEL, FOKRIZ, 7
Dy X TTHRAL A, 72U E AT (A, AMAA ) | U XA L2 R Web — 30 TP
7 R AZFIRT S,

block.db ( U A FEMEV— )

$TTL 0
@ SOA localhost. root.localhost. (
01
1h
15m
30d
2h )
IN NS nsl. block.
nsl IN A 127.0.0.1
IN AAAA il
www. example. jp A 192.168. 0. 10

AAAA fe80::216:36ff:fe68:51e4

U 2 MEUEY— 30 named 71t X & EEIT 5,

# /usr/local/sbin/named
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2k, V—r block Ar—FLTW5 Z & &2ERT 5,

vAu 7 (YA MREF—)

named[1595]: zone block/IN: loaded serial 1

U A MY —/3 BT, www. example. jp OARIfRERE LIz X2, VXA L7 MiEWeb @ IP
7 RUANIKREND 0BT D,

=)

U A MEAE Y — 3 dig @127.0.0.1 www. example. jp a

; <O> DiG 9.8, 1-P1 <> @127.0.0. 1 www. example. jp a

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 4986

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0O

;5 QUESTION SECTION:
;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:

nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA il
AAAA 7 =)

U A MEMEY— 3 dig @::1 www. example. jp aaaa

; <> DiG 9.8.1-P1 <> @::1 www. example. jp aaaa

; (1 server found)
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;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58741

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;5 QUESTION SECTION:

swww. example. jp. IN AAAA

;5 ANSWER SECTION:
www. example. jp. 0 IN AAAA e80::216:36ff:fe68:51e4

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:
nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA il

6.3.2.2 F¥ v a2t —"OHRE

Fx v Vat—OBRNRBREF AT 5, ek BRAEX Y vV a = A"BFEET D
Bl FRROBRELEHBBOF v v ¥ 2P — TR ET D,

e

EFPV R MMEY—ATIER L2 T w2 7O RPZ V' — 2 L [A L4 (block) DY —
EX vy vat—NCERT 5,

UAMREF =07 r X 7 X NOREEZZITRND KD, key AT — M AL RT
TSIG $ED Gk, masters A7 — h A N THH$ 2 TSIGHE, U A MEMEH— "D IP 7 RL 2%
BET 5D, 723, TSIC#, #EOXFINLY A MR — & [F Uitz 58T 5,

XFyrviat—nNF VR MNMEF— DAL —T L LTCEWET ADT, type slave &1 5,

named. conf ( Fx v =P —s3)

options {
response—policy {
zone “block”;

}s
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key “block—tsig—key” {
algorithm hmac—sha256;
secret “kEIcqwi4l+/22Ekh+JabNgwwvnxVUZrRNOGrmE jChDI=";

}s

zone “block” {
type slave;
allow—query { none;};
file ”"block_slave. db”;
masters { 192.168.0.200 key block-tsig-key; };
notify no;
allow-transfer { none; };

’s

Fy v ath— 30 named ¥ A& EHEIT D

¥ v a2 — % /usr/local/sbin/named

27 XY, TSIG # block-tsig—key L. Y — block OV — U ERENIEFIZTE T L
TWD I L aMERT D,

vAu 7 (YA MREF—)

named[1664]: client 192. 168.0. 100#34750: transfer of block/IN : AXFR started: TSIG
block—tsig—key
named[1664]: client 192. 168.0. 100#34750: transfer of ’block/IN : AXFR ended

vAanZ (Fyxviath—n)

named[1686]: zone block/IN: Transfer started

named[1686] : transfer of 'block/IN from 192. 168. 0. 200#53: connected using

192. 168. 0. 100834750

named[1686]: zone block/IN: transferred serial 01: TSIG ’block-tsig—key’
named[1686]: transfer of 'block/IN from 192. 168. 0. 200#53: Transfer completed: 1
messages, 6 records, 285 bytes, 0.001 secs (285000 bytes/sec)

Xy v at—/NET, www example. jp OARIERE Lz &2, VXA L7 MEWeb @ IP
7 RUARESIND DHERT D,
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A=)

Xy v ot — 3 dig @127.0.0.1 www. example. jp a

; <> DiG 9.8, 1-P1 <> @127.0.0.1 www. example. jp a

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 8406

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;> QUESTION SECTION:

;www. example. jp. IN A

;> ANSWER SECTION:
www. example. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;> ADDITIONAL SECTION:

nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA il
AAA 7 =Y

¥y v at— 3 dig @127.0.0.1 www. example. jp aaaa

; <> DiG 9.8.1-P1 <> @::1 www. example. jp aaaa

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 29406

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;5 QUESTION SECTION:
;www. example. jp. IN AAAA
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;5 ANSWER SECTION:
www. example. jp. 0 IN AAAA e80::216:36ff:fe68:51e4

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:
nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA |

U RN bx vy v o — 2% L, www. example. jp OA4FIfEREZLI-ZE I, VAL LY
RS Web D IP 7 RLANIREND DMERT D,

Az

U L3 dig @192. 168. 0. 100 www. example. jp a

3 <O> DiG 9.7.3 <> @192, 168. 0. 100 www. example. jp a

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58445

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;5 QUESTION SECTION:

;www. example. jp. IN A

;5 ANSWER SECTION:
www. example. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

AAAA 7 =)

U VLo dig @192.168. 0. 100 www. example. jp aaaa
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; <G> DiG 9.8, 1-P1 <> @192, 168. 0. 100 www. example. jp aaaa

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 10570

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:

swww. example. jp. IN AAAA

;> ANSWER SECTION:
www. example. jp. 0 IN AAAA fe80::216:36ff:fe68:51e4

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;5 ADDITIONAL SECTION:
nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA il

6.4 YX VL7 FHVWeb — "DFRE

UEA VL7 N Web y— _"OFREHFEIL 4. 1. 3 HE B,

6.5 ENfERERR

UEA VT FHWeb Y —_"E2G0 7wy X0 7 OEMRGIEIT 4. 1.4 HE2 S ],

6.6 DNS 7u o F U FREICLD, BIZEIEXHEZ DI H&HA

RPZ #fEFI L72DNS 7w X 7k, EENESHELZONDIHFE LI TIZRET,
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s> ) H2AT LAY ok 0 BRI E SR
*. example. jp ETHI Y XA | example. jp DHERY | example. jp DFEE Y
(www. example. jp 1<) | 7 — — X B D[E|E
www. example. jp A RPZ\ZX R LizF% % >~ | RPZDY — T 7 AL
at—n » A
AAAA RPZ DY — 7 7 A v
@ AAAA
NS RPZ DY =27 7 A )V
@ NS
< DAl BikshTnine
2 — NORIZFZRHEDL
g

(ks * [ HMEEDOILFS)

6.7 RPZ HFREBR LB

6.7.1 RPZ 2fFEH L2 AEHR & RPZ 2T B 5Kz T

RPZ A LARWDNS 7 v %o 75 (FR L, FRRDEF Ty R IR RAL T LI
V= T A NEERT DMLEND SN, RPZAMEALZDNS 7a vy X 7iE, 1 OO 7 7 AL
T7uryX VR NEERTHI ERAREERD,

6.7.2 RPZZEHEHTIHEHR: VXA MNEEV—A"ZHEBETHI»EREARLRWVERICO
WT

YA MEEF—"ZHEET, F¥ v a2 —SOLRPZIZHILEIEEZFL, 7y 7
UANEEHTIHEE, %y v ah—"EDORPZ Y —2 %2 EH, named 70 AD Y 10— KR
METH D,

—H BEY—EHEL BEY—"0bFy v iath—"~Toyx 7Y X N EEET
HHATIE, 7y X7 A MOEHL, BUEV— N EDOT X7 A NETH L, HH
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L7V A MOEREIZ. BEV—00Fy v a P —NIx LT, V—rinkick v, HE TR
BTAZENFRETHD, /- VA NEHRFIZXRy vy 2V — "D named 72 20D Y 1 —

FRRETH D,

TayX T EERTLOX v v a = \RNEHHL5E1F. BEY—EZHEL, BEY—
NPBLDINS 7Ry X VEETHFX v ath—NZ7uyX 7R MNERET HHA%E
BHTLL, 7ryx U A MO—EH, —BENARE R AL — g VMO
KEREGIZRDZENHRELTEZDLND,

U2 MEREY—NTHEE
T ¥ ¥ v a2 — DA RPL
(s &5 5

UAMNEEy—"EZHEL.
BEY—R, F¥ v at—
/\% RPZ Tk &4 5 J55

Tayx 7Y A ERRT
B —o

Fy v ot —

U A MEUEH—
Fy ot —N

Ty xr7 U R NOEHME
A i DY —

Xy ath—n

U A MELEH—

TavyX ) A NOREFR
¥ vy a7 U7 OXNEN

WE7R L

WL L

DNSSEC @ T34

Ta X TRGBERAAL
@ DNS [&+H D [EZ 1% DNSSEC
K Tl 72 W EIZE N U VR

TR TRGERAA L~
@ DNS &8 DIaI%Z 13 DNSSEC
KA TIE 72 WEIZE S Y s

WXL TiREND LTRSS

6.8 DNSSEC #EAIZ & B %

UAMET—N"ZHEE T X v v 2 —"OARPZIZKHESESLHFXE, U A MEE Y —
WXy v ath— "% RPZICKHESE 2 A b, DNS 7m0 72 1% DNSSEC OS8R,
FR 1 LFEROENME & 72 5 728, DNSSEC A L 2 B E8PH T, 5. 2. 1 TH & AR S FHHENE
ZH5b,

6.9 EAFE

RPZZHEHALDNS 71w X FOREZITI 2O W O0DY TR 7 U7 MEHAWT,
BRM7eT7 vy X T EBANTHRZOORELHRAT S,

6.9.1 VRSV — 2L HEALEDOTHN
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Ty T RVAVRARET FLAY R MNEHIENSEE L. FOU A b7 a v
VIR RAAL EFHLIZY A RZDNS Ty v v ah—NICBERL, T ey R TR R AL
V& DNS ¥y vl a2 —oNZHAIAT, ZO—HEOFENEILLTO X 5 RIS,

Q7 FL R A FMEBERAERSY R F
+EE

@ WELLUZFHEDNSTO w X
ROV — R

@ DNST7Tooux dRBYAMEx+v o
Vat—= T o Fo— FT 5

6.9.1.1 U R MEEY— 72 L BIERRERER
O 7 RFLRU R NMEEFENS U R N2
@ BELEZVARNMLDINS 7avXxr VROV — v 1k

T RUVAY A MEBHELOBEGLZY A RSV 77 AL) D 25H%” B#~~—YDHRA b
27 5HIRZT Bl =0T ey F 7 EEGT L LT, b OE A 2l A Hllc oV TR
w5,

awk 2~ RTINS 7% FafDORA OB L7= Y A b blocking list_sample. txt
AERT D, ZDa~v L R, YA DS FIH FBHEAS— 07 1y X 7)) D7 F 775 1(DNS
Ty F A ORA MM RS,

# awk -F, *$5==1{print $2}° blocking list_sample.csv > blocking list_sample. txt

awk I REZFEITTH L. FTEed VU A b (blocking list_sample. txt) AR E N5,

# cat blocking list_sample. txt
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bad.
bad.
bad.
bad.
bad.
bad.
bad.
bad.
bad.
bad.

examplel. jp
example2. jp
example3. jp
example4. jp
exampleb. jp
exampleb. jp
example?. jp
example8. jp
example9. jp
examplelO. jp

® DNS7uvxrZHYU A (blocking list_sample. txt) Z ¥ ¥ v > 2 —RN27 v Fa—
K35
@ TIERK L7z blocking list_sample. txt #F ¥ v oV —NZT7 v 7Fua— K45, &%

2 UT 4, SFTP, SCP 2 X a7 R@ETTr v 7R —RT BT ENREE LV,

@

6.

Fryvvath—"YP—NITmy X THOY - ERET D

BLIHETHMHALESY Y v 2P — 3D named. conf OFREITZTLTWVWHLED LT 5,

KDY TNA7 )T vEROC BRI T gy X0 THY =0 7 7 A VEVERT D HiE%
AT 5,

EFT, REHZ77ALELT, UTD 22007 7 A VEHERT D,

* blocking list_sample. txt

E

FOTER LTy X U IR RAL BV AR LTRBLEZT 741

+ make_block_zone. sh

Ty X IRHGROS = T 7 ANVENERT DT T — N T 7 AL,

T L =R T AT, RPZAY = DF—LH—"D IP, TTL . U X A L7 FWeb @
IP7 RLAZREIZOWTITEH L LDFRRALTEL,

make_block_zone. sh

1 #!/bin/sh
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O© 0 N O o1 = w1

W W W W W W W W NN DN DD DN DN DN == = = = = = =
N e S L P e N e B 2 e 2 I =Nl e J BN B e > G B R =

LANG=C

#ith usage Hittt

#

# . /mkzone. sh blocking list_sample. txt
#

i

DATE=$ (date)
SERIAL=$ (date +"%s”) # Serial UNIX epoch time

HOSTNAME=1ocalhost
EMATL=root. localhost.
REFRESH=1h

RETRY=15m

EXPIRE=30d
MAXNEGATIVE=2h

TTL=0

RPZ_NS1=nsl1. block.
RPZ_NS1_IPv4=127.0.0.1
RPZ_NS1_IPv6=::1

WEB_IPv4=192. 168. 0. 10
WEB_IPv6=fe80::216:36ff:fe68:51e4
FILE=$1

Rttt RPZ SOA Hitf#f
echo ”; File Created ${DATE}”

nn

echo

echo "¥$TTL ${TTL}”

echo “@ IN SOA $ {HOSTNAME}  $ {EMAIL} (”

echo ” $ {SERTAL} ; Serial UNIX epoch time”
echo ” $ {REFRESH} ; Refresh ”

echo ” $ {RETRY} ; Retry ”
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38 echo ”
39 echo ”
40 echo ””
41
42

$ {EXPIRE}
$ {(MAXNEGATIVE} )

43 fiHt RPZ Name server info fitt##

44 echo ”
45 echo
46 echo
47 echo 7
48

”$ {RPZ_NS1}
”$ {RPZ_NS1}

IN NS
IN A
IN AAAA

49 gt Blocking List HitH#H

50
51 exec O<$FILE
52

53 while read —r LINE

54 do

55 echo “$LINE IN A ${WEB_IPv4}”
56 echo “$LINE IN AAAA §{WEB_IPv6}”
57 done

; Expire ”

; Minimum”

$ {RPZ_NS1}”
$ {RPZ_NS1_I1Pv4}”
$ {RPZ_NS1_IPv6}”

227 U7 b make_block_zone. sh IZ FEEDNRT A—H ZH 5 UL AT S,

FHNZFWAT 23T A =X

RITA—=HDHNE

B UAF

HOSTNAME

RPZ @ SOA DR A N4

HOSTNME=1ocalhost.

EMAIL RPZ OEHE D A —/L T K | EMAIL=root. localhost
Lz
REFRESH RPZ ' — U 1§#i% U 7 L > | REFLESH=1h
v a9 5 ETORM
RETRY RERESH T — MEH O H | RETRY=15m
N TE e TG EIC
BT DY M7 A K
EXPIRE I OEE T — 1% | EXPIRE=30d

HWOY 7Ly aNTE
7RVAREEDBE N T2 AT
LR OB, Y — A
HEFHLTEVD
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MAXNEGATIVE FEAEL7RW R A A B | MAXNEGATIVE=2h
DX v v ¥ = K]

TTL RPZDY Y —AL a— K@ | TTL=0
TTL

RPZ_NS1 RPZ D p— LY — 4, RPZ_NS1=nsl. block.

RPZ_NS1_TIPv4 RPZ @O R — LW — 3D RPZ_NS1_TPv4=127.0.0.1
TPv4 7 R LA

RPZ_NS1_TIPv6 RPZ @R — L — 3D RPZ_NS1_TIPv6=::1
IPv6 7 K LA

WEB_IPv4 UZA Vo M Web d WEB_IPv4=192. 168. 0. 10
IPv4 7 KLV A

WEB_IPv6 V&ALV T M Web D WEB_IPv6=fe80::216:36ff:fe68:51e4
IPv6 7 K LV A

make_block_zone. sh IZHFIDIE L TEL NI A—FDRRANET LIZ6,
make_block_zone.sh & blocking list_sample. txt #HWT, Vav X 7HOY - 774
JU tmp_block. txt Z{ERKT 5,

# . /make_block_zone. sh blocking list_sample. txt > tmp_block. txt

DTFoX>hm7avXxr ZTHOS—2 77 A ABPEREINS,

# cat tmp_block. txt
; File Created Mon Feb 27 13:20:48 JST 2012

$TTL 0
@ IN SOA localhost. root.localhost. (
1330316448 ; Serial UNIX epoch time
1h ; Refresh
15m ; Retry
30d ; Expire
2h ) ; Minimum
IN NS nsl. block.
nsl. block. IN A 127.0.0.1
nsl. block. IN AAAA il

66




bad. examplel. jp IN A 192. 168.0. 10
bad. examplel. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example2. jp IN A 192.168.0. 10
bad. example2. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example3. jp IN A 192. 168.0. 10
bad. example3. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example4. jp IN A 192. 168.0. 10
bad. example4. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. exampleb. jp IN A 192. 168.0. 10
bad. exampleb. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example6. jp IN A 192. 168.0. 10
bad. example6. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example7. jp IN A 192. 168.0. 10
bad. example7. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example8. jp IN A 192. 168.0. 10
bad. example8. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example9. jp IN A 192. 168.0. 10
bad. example9. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. examplelO. jp IN A 192.168.0. 10
bad. examplelO. jp IN AAAA fe80::216:36ff:fe68:51e4

tmp_block. txt % /var/named/block. db (2= —4 %,

# cp tmp_block. txt /var/named/block_db

Xy vath—EDnamed 7R %Z Y B — KT 5,

# rndc reload

Xy vath—REDT A ST, U T 1330316448 D RPZ i AT 2 & iR+ 5,

AR (Fy vy at—)

named[2015]: reloading configuration succeeded
named[2015]: reloading zones succeeded

named[2015]: zone block/IN: loaded serial 1330316448

Ty XU TRHBED RAAL ATK L digl T L W AR EZFET2 L. UEA LT MEWeb
P—ROIPT LA NIRENDZ & Z2MHERT D,
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A=)

# dig @127.0.0.1 bad. examplel. jp a

; <> DiG 9.8.1-P1 <> ©127.0.0.1 bad. examplel. jp a

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15184

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;bad. examplel. jp. IN A

;5 ANSWER SECTION:
bad. examplel. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;> ADDITIONAL SECTION:

nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA ol
AAA 7 =Y

# dig @::1 bad. examplel. jp aaaa

; <> DiG 9.8.1-P1 <> @::1 bad. examplel. jp aaaa

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 24349

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;bad. examplel. jp. IN AAAA
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;5 ANSWER SECTION:
bad. examplel. jp. 0 IN AAAA fe80::216:36ff:feb68:51e4
;5 AUTHORITY SECTION:
rpz. 0 IN NS nsl. rpz.
;> ADDITIONAL SECTION:
nsl. rpz. 0 IN A 127.0.0. 1
nsl. rpz. 0 IN AAAA il

Tuyx 7 YA ROEHRITO, @, @, @EFEMT D,

6.9.2 VR FREY—NEHETIHE BA2BKOWHNL

TuyXx 7 RUAY AT LAY A MEHAERPOEFL . ZOY A b7 myF
VIRGE R AL CEE LY XA PMZOWTINS F v v Y a = ANIREETWV. T ey F T

S RAAL & DNS Fv vy 2P —NCHAAT, ZO—BEDOFIETILLTO X 5 RIS,

2N 2 FEEFAEREY 2 FETE

@ WmMEBLAYRAFMADNSTOuX L 2H
DN =& {‘-—‘

v
Ll

®@ Toox OBV FEB-SCTOoX
O FEToTa—-FT A

@ R FE@EY—- T

y X LTEDY -
CEERTA

)]

YR FEABY— B X v o Ui
U2 PAREEA R L RT3
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6.9.2.1 VX MEMEV—N"ZRHETIHE BEMNLRERER

© 7 FrAY X MEHEENS Y A N2 G

@ BELEUARNNLDINS 7avdr ZTHO Y — v 1Bk

T RLVAY A NEHEERLIVESLZY A RCSY 77 A1) D 25H%Z” #B#~—Y DR A b
47, 58IA%E” B —T 0T a XU /AE L LT, ZbOHEA ZMt T 5 I oV TER
w5,

awk 2~ R TDNS 7uaXx L JRA[DOKR A MLOLIHH L=V 2 ~ blocking list_sample. txt
AR T D, ZDa~r R YA DS FIH FBHES— 07 1y X 7)) D7 Z 775 1(DNS
Ty X TR DR A MM AR S,

# awk -F, ’$5==1{print $2}° blocking_list_sample.csv > blocking list_sample. txt

awk 2~ RE2FEITTHE. Tie® VU A b (blocking_list_sample. txt) B3R I 5,

# cat blocking_ list_sample. txt
bad. examplel. jp
bad. example2. jp
bad. example3. jp
bad. example4. jp
bad. exampleb. jp
bad. example6. jp
bad. example7. jp
bad. example8. jp
bad. example9. jp

bad. examplel0. jp

® 7uavxrZHY A K(Dlocking list_sample. txt) Z U A "MEES—NNIZT v Fa— K4
5

@ TIERK L7z blocking list_sample. txt % RPZ-Server |27 v 7 ua— RK+5, %217
4 b, SFTP, SCP 2 8k F a7 RBIETT v /v —RF 52 ENEE LYY,

@ VAMMEI—NCT X THOY — BT D
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7.3.2HTHMALE U A MEEY—23D named. conf | F ¥ v 3 =P — 3D named. conf D
EFZTLTWSH0ET 5,

KOV TNA7 )T NeWT BRic 7 ey FHY =0 7 7 A VEIERT D Hik%E
W5,

ESEAN

HERZ77ANVELT, BT 2507 7 A NVEHEET 5,

* blocking_list_sample. txt
FRROTHER LTy F TG RAAL L HZ VA RNE L TCRB LT 7 AL

* make_block_zone. sh

Ty XU TRBROY T ANEERT AT = T AN T T =T 7 A

JLOFT

RPZ Y — D=2 — "D IP, TIL , UFA L7 FEWeb D IP 7 KL R EiZ

ONTIEHH LN TORALTEL,

# less -N make_block_zone. sh

1

© 0 N o o1 s W DN

e e e e e T e T T e S e O
© o N O O e W N = O

#!/bin/sh

LANG=C

Hith usage Hitt

#

# . /mkzone. sh blocking list_sample. txt
#

R RS

DATE=$ (date)
SERIAL=$ (date +"%s”) # Serial UNIX epoch time

HOSTNAME=1ocalhost
EMAIL=root. localhost.
REFRESH=1h

RETRY=15m

EXPIRE=30d
MAXNEGATIVE=2h
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20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

TTL=0

RPZ_NS1=nsl. block.
RPZ_NS1_1Pv4=127.0.0.1
RPZ_NS1_IPv6=::1

WEB_IPv4=192. 168. 0. 10
WEB_IPv6=fe80::216:36ff:fe68:51e4

FILE=$1

HH{HER RPZ SOA HHHHEH

echo ”; File Created ${DATE}”

echo ””

echo "¥§TTL ${TTL}”

echo "@ IN SOA $ {HOSTNAME}  § {EMATL} (”

echo ” $ {SERIAL} ; Serial UNIX epoch time”
echo ” $ {REFRESH} ; Refresh ”

echo ” $ {RETRY} ; Retry ”

echo ” ${EXPIRE} ; Expire ”

echo ” $ (MAXNEGATIVE} ) 5 Minimum”

echo *”

#HttHt RPZ Name server info HiH##

echo ” IN NS
echo ”$ {RPZ_NS1} IN A
echo  “${RPZ_NS1} IN AAAA
echo o

#ittt Blocking List #ff#

exec O<$FILE

while read —r LINE

do
echo “$LINE IN A ${WEB_IPv4}”

$ {RPZ_NS1}”
$ {RPZ_NS1_IPv4}”
$ {RPZ_NS1_IPv6}”
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56 echo “"$LINE IN AAAA ${WEB_IPv6}”

57 done

A2 7 K make_block_zone.sh TTRED/XT A —FEH LN UOHFEAT B,

HHNZFMAT 21T A =X

IRT A—=HDONE

VAN

HOSTNAME

RPZ @ SOA DR A M4

HOSTNME=1ocalhost.

EMAIL

RPZ DEBED A —LT K
L&

EMAIL=root. localhost

REFRESH

RPZ Y —1&®EY 7Ly
295 E TORE

REFLESH=1h

RETRY

RERESH © >/ — i o0 5
HNTE o2 HBEAI,
HERRF 7 B

RETRY=15m

EXPIRE

il SMOERRTY — 1
WOV 7Ly aPNTE
AVN =V TARY k" 2= e
ENTETFOREEFIH LT
BAYR

EXPIRE=30d

MAXNEGATIVE

FIELRWERAL L ED
THHRO X v v > = FEf

MAXNEGATIVE=2h

TTL

RPZDY Y —AL a— KD
TTL

TTL=0

RPZ_NS1

RPZ @D F— bW — %

RPZ_NS1=nsl1. block.

RPZ_NS1_TIPv4

RPZ O F— LY — 3D
IPva 7 KL A

RPZ_NS1_IPv4=127.0.0.1

RPZ_NS1_IPv6

RPZ O F— LY — 3D
IPv6 7 KL A

RPZ_NS1_IPv6=::1

WEB_IPv4

VA A L7 MEWeb @
IPv4 7 R L&

WEB_IPv4=192. 168. 0. 10

WEB_IPv6

VXA LT MiEWeb @
IPv6 7 KL X

WEB_IPv6=fe80::216:36ff:fe68:51e4

make_block_zone. sh M/ /3T A —X DFLANTE T L7= 5., make_block_zone.sh &
blocking list_sample. txt ZHAWTC. 7oy X JHD Y —2 7 7 A4 /L tmp_block. txt & 1ERK

ERAR
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# . /make_block_zone. sh blocking list_sample. txt > tmp_block. txt

DTk 7ayX o ZHOY —2 77 A ARERR S NS,

# cat tmp_block. txt
; File Created Tue Feb 21 17:30:44 JST 2012

$TTL 0
@ IN SOA  localhost. root. localhost. (
1329813044 ; Serial UNIX epoch time
1h ; Refresh
15m ; Retry
30d ; Expire
2h ) ; Minimum
IN NS nsl. block.
nsl. block. IN A 127.0.0.1
nsl. block. IN AAAA il

bad. examplel. jp IN A 192. 168.0. 10
bad. examplel. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example2. jp IN A 192. 168. 0. 10
bad. example2. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example3. jp IN A 192.168.0. 10
bad. example3. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example4. jp IN A 192.168.0. 10
bad. exampled. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. exampleb. jp IN A 192. 168. 0. 10
bad. exampleb. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example6. jp IN A 192.168.0. 10
bad. example6. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example7. jp IN A 192.168. 0. 10
bad. example7. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example8. jp IN A 192. 168. 0. 10
bad. example8. jp IN AAAA fe80::216:36ff:fe68:51e4
bad. example9. jp IN A 192. 168.0. 10
bad. example9. jp IN AAAA fe80::216:36ff:fe68:51e4
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bad. examplelO. jp IN A 192.168.0. 10
bad. examplel0. jp IN AAAA fe80::216:36ff:fe68:51ed

tmp_block. txt % /var/named/block.db (Za b —9 5,

# cp tmp_block. txt /var/named/block_db

Y A MEUEH— S £ named 7R A% Y m— T 5,

# rndc reload

server reload successful

U2 MREYF—RLEDI 27T, U7/ 1329813044 D RPZ 23 LA . v via
TN D Y — HEEINTE T LI 2 & E R T 5,

V= ORirirHET (VA MRES—)

named[1713]: reloading configuration succeeded
named[1713]: zone block/IN: loaded serial 1329813044

named[1713]: reloading zones succeeded

V=V EREOTET (YA MEYEY—N)

named[1713]: client 192. 168.0. 100#60209: transfer of *block/IN : AXFR-style IXFR
started: TSIG block-tsig-key
named[1713]: client 192.168. 0. 100#60209: transfer of 'block/IN : AXFR-style IXFR ended

® VAMMEI—DOFyryath—NCU X MRREINTZ L E2HRTD

Fyvrath—_ET, U7 1329813044 OV — UHRENTE T L2 Z L 2R T 5,

S EEOET (X v a3 )

named[1556]: client 192.168.0.200#16941: received notify for zone ’block’
named[1556]: zone block/IN: Transfer started

named[1556] : transfer of 'block/IN from 192. 168.0.200#53: connected using

192. 168. 0. 100#60209

named[1556]: zone block/IN: transferred serial 1329813044: TSIG 'block-tsig-key’
named[1556] : transfer of ’block/IN from 192. 168. 0. 200#53: Transfer completed: 1
messages, 25 records, 828 bytes, 0.001 secs (828000 bytes/sec)
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Froviath—"ET, 7uryF I RE RAL KL diglT &k D ARMRERZ FEiT 2 &
VXA L7 MeWeb y— "D IP 7 KL A PiKINDZ L aMHET 5,

A=)

# dig @127.0.0.1 bad. examplel. jp a

; <G> DiG 9.8.1-P1 <> ©127.0.0.1 bad. examplel. jp a

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 15184

;5 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;5 QUESTION SECTION:
;bad. examplel. jp. IN A

;5 ANSWER SECTION:
bad. examplel. jp. 0 IN A 192.168. 0. 10

;5 AUTHORITY SECTION:
block. 0 IN NS nsl. block.

;> ADDITIONAL SECTION:

nsl. block. 0 IN A 127.0.0.1
nsl. block. 0 IN AAAA ol
AAA 7 =Y

# dig @::1 bad. examplel. jp aaaa

; <> DiG 9.8.1-P1 <> @::1 bad. examplel. jp aaaa

; (1 server found)

;5 global options: +cmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 24349

;5 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2
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;5 QUESTION SECTION:
;bad. examplel. jp. IN

;5 ANSWER SECTION:
bad. examplel. jp. 0 IN

;> AUTHORITY SECTION:
Trpz. 0 IN

;5 ADDITIONAL SECTION:
nsl. rpz. 0 IN

nsl. rpz. 0 IN

AAAA

AAAA

NS

AAAA

fe80::216:36ff:fe68:51e4

nsl. rpz.

127.0.0.1
il

Tuyxr 7 ) AFOEHRITIO, @, @, @, ®%FET D,
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7. 7RV R R NEEMKLE DA 7 7 = — 28k

BARHY 727 RLU A Y A MEFFK L ISP L DDA ¥ 7 = — AL, 7 LA U 2 MEBE
MECHLIA v Z—Fy harT oy —7 7 A HRTTRESND Z L1750, BIRE R TiX
R E IR BRSNS N 0D = 2 ClI s rass e ESEE U7 RS RV ) FEbh ks 53
BHFE NS THEMLZT R AU R M2 LOFEFEERIZEB T 280 bIEE LIZAFIZ OV T
LT D, FEMIZOWTIE, 7 RV AU X MIIHIZOWTORIRALFIELEOTA 2 —F v b
a TV —7T 4 B (http://www. netsafety. or. jp) I CTHEFR L CWZ7m & -0y,

7.1 TRVRY R N7 —=v MEEE

UTOHEBZGEAT csv 7 7 A VT TR LD,

O WERL ) EESEH IS NNV DR R M

© WERL G SN X—YD IPT FL A

@  RERL EgAEE S 172X — 2 D URL

@ WEARNL BT 7 A NVDRA MM,

® WEFRLV/EB7 7 ANLDIPT RLA

® WREFRL/EGT 7 A L0 URL

@ WEFRLVEBT 7 AND/Ny ¥ 2l

® WEARL ) GRS BHE SN X—T O IP T KL 2ADOHERAFH H
©@ WEFRLV /BT 7ANLD P T RLAOHEHEH B

© BERL ) BEIBH2— 2 D URL OIFED & HeRB4EA A

@ WREFRIL g7 7 A LD URL DIFAE DR EHERAEA A

@ FHEEZ~ORPHFEAA

@ WEFRL ) BEA— Y OR A MR 5 DNS 71 v & v 7 5hii Al A
@ WEFRIL ) FB#EA— T URL IZKT D DNS 7' 1 v & v 7%l s a7
%

7.2 VA FZPEHK

T RLVAURANT 7 A NVIPREDPNTT— SR LT, B2 U T o Dk S J77EIZ T ISP
LEYDT RLAVRA N7 7 A NDFE T ra— R&{7H) 2 &I2kb U A ORI THhID,

7.3 7u v X EEER
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TRy XU THRBDOFA M T 7B APTOAZERIIERIAFICR LTI T 7y F 0 7 RT
PN BEBMT 57 0y 0 JEEEENERIND, [SPEICT 7 v & VEEEECZ O
BENENER D Z L3, FIAFICE > TT vy X U 72OV TORNEOEMNRE LI <,
RS FMFICAMEZIT) EThH—ENTT 0y o VESEEEN T FL A Y 2 NMEEFKIC
FoRit s D, 7oy X VEEEREIZIE, Yoy SNHE, Tryd o SOEE -
By, MEawhEnikansd, EBO 7 n v JEEBEEOHRBEICONTIE, 7ryd s
EhEFEARIZ ISP TH Y  ZNLSOEIHICLD T r v X FRE STV D & OfSiEEFIH
FELOZTBHIEEREMTAEO. Ty X T EET D ISP ENEIUCEB W TRET DI &
&I 5.

7.4 FFE DS DORIEERHE

Tay X &N EICRTARAZENSOMARIX. T KL A Y A NEEMNKRIC T
WZE2AT &S, e {This, 20955, ISPITEDLARIERIZONWTIE, 7 LAY X MEE
AN G TSP~ & SHE DR T b,

7.5 A MNEEAE DD OREE xR

B O A MBREARL ) ZHHEL T RNCHLEbLT7Try X 77 R XU X M
HENTEBDON25EITE. 7 FLAY X MERFUAANIC CTHE SN EZFP LI TOOHO
2T A= DTTHEEZIT) 2N TE D, HFE SN H LA TUZ DWW TIE Web B R EIZTT
R AU A MEHEFERIZEBWNTOXM ISR EZHERT D52 LN TEX 5,

7.6 70y JEEREA~DT 7 A0 7 DHN

Tu oy ks JEEEEA~OT 78 An 2T RER L e SIZY A b7 7R L LD
ELIERMMEBELRET DLW TEDLLDTHY . 3O, 727 BALL I L LTWIRAHE DM@
FEOMELZBANRELILn 7 ThH D70, ZOWNITEELRRENLETH D, 20X
IMMEERT LT 7 Aw S ORMEITEEEDPHA SN2 GEICROITI ZENTED LD
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